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Introduction

MIX Members

The Metropolitan information Exchange (MIX) 
is a tight-knit membership community of Chief 
Information Officers and Information Technology 
Directors from cities and counties across the United 
States who engage in open and frequent dialog 
around common issues.  

Although MIX members come from every size 
jurisdiction throughout the United States with 
varying organizational structures, governing bodies, 
and available resources, they experience many of the 
same competing priorities and challenges.  

Each year MIX members convene for a four-day 
conference in a different U.S. city. 

This year they met in Scottsdale Arizona, from 
September 23-27, to discuss a range of topics. 

CTG UAlbany Program Director Meghan Cook 
facilitated workshops among the members to discuss 
priorities and challenges they face. 

This summary presents the ideas discussed.  
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City and County IT leaders have both the breadth and depth of knowledge of their governments. 

Their job comes with a range of responsibilities across many domains. The following are a selected set of 
priorities that MIX members discussed at this year’s conference.  

Selected Priorities of 
MIX Members 

Management & Operations 
of Technology 
Infrastructure

Preventing and Mitigating 
Cybersecurity Incidents
Protecting the city and county physical 
infrastructure is a major function of a CIO or a 
Chief Information Security Officer (CISO). 

Cybersecurity functions include: technical 
monitoring, assessing risk, securing insurance, 
user training, mitigation planning, procuring 
tools, developing and testing security controls, and 
responding and recovering from cyber incidents.

Another critical responsibility is building awareness 
among city and county leadership the need to 
manage the cyber health of the organization.

Leading Governance
IT investments can be some of the most 
significant decisions for a city or county, 
therefore, developing sound governance is a 
priority for many CIOs. 

A governance framework typically includes a 
cross-department governance board carrying 
out an agreed upon set of processes and criteria 
to review, discuss, and decide on investments 
that make up the organization’s portfolio. 

Maintaining interest in and adherence to 
these processes can be challenging and require 
continual education and awareness.

Fostering IT Organization 
Transformation
CIOs are continually considering the structure of 
their IT organizations in order to meet the needs of 
their city or county.  

Some IT organizations are centralized, some are 
decentralized, and many are hybrids. 

Creating an agile IT organization means having 
a mix of staff with technical, analytical, strategic, 
networking, architectural, and cybersecurity skills 
and capabilities and then organizing them in a way 
that allows their department to be responsive while 
providing the most value. 

Running operations for all government 
programs and services means managing the 
lifecycle of numerous systems (legacy, midlife, 
and new). 

It also means adapting to changing 
departmental needs, building and maintaining 
networks, and securing information and 
communication infrastructures. 

Managing technology foundation is necessary to 
ensure that all government programs continue 
to provide services to citizens.
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Selected Priorities of 
MIX Members 

Not every government entity uses social 
media and as a result, there can be a range in 
organizational maturity with respect to how 
to use social media to support government 
programs and services. 

Sometimes the CIO is tapped to lead these 
efforts, or co-lead with a public information 
office. CIOs might help inform the selection 
of a platform, bring together staff to develop 
and implement policies, and also provide 
intermittent support and guidance.

Defining and Managing 
Social Media Presence

For cities that have established innovation and 
“Smart City” programs, it can be challenging if 
the program is not set up under the purview of 
the CIO. A common theme of many smart city 
programs is to leverage data and technology to 
achieve a social impact. IT departments usually 
play a key role in those initiatives and as a result, 
the CIO must work in partnership with the 
smart city lead to help meet the overall goals of 
the city.

Leading and Supporting 
Innovation and 
Smart City Programs

Building and Maintaining a 
Robust Data Environment
Cities and counties are becoming more aware of 
the importance of data collection and management 
within their organizations. 

Building a robust data environment can include 
several components including: building a technical 
infrastructure, developing data management 
processes and competencies, defining and 
implementing data literacy within the departments, 
identifying and supporting critical data collection 
points, and fostering an overall data centric culture.

Recruiting IT staff in local government can be challenging. Individuals with technical and analytical 
capabilities are in demand, but getting them to work in local government is difficult because of issues such as 
salary discrepancies with the private sector, civil service and residency requirements and work policies (no 
working from home). CIOs are responsible for continuity of operations, but they are finding it challenging 
to build a team with the necessary skills and capabilities when they are facing such challenges to workforce 
recruitment and development. 

Recruiting and Maintaining a Skilled Workforce

Spearheading IT System 
Modernization
Moving off of older technology is a necessary 
consideration, especially when systems are 
no longer supported or running efficiently. 
Modernization can be an enormous undertaking, 
encompassing requirements gathering, decision 
making, procurement, deployment, change 
management, and training. It can mean moving 
to new platforms (i.e software as a service) to 
achieve a more cost-efficient and inter-operable 
architecture for the entire city or county.
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Selected Priorities of 
MIX Members 

Any interruption in government operations and 
services, no matter how small, can be a potential 
setback.  

Cyber, weather and man-made incidents are 
becoming more frequent, and in some cases, more 
extensive, and CIOs are working to develop and test 
business continuity and disaster recovery plans in 
case of such incidents. 

To do this, CIOs must work with department 
leaders to identify recovery goals, and assemble 
a government-wide plan to bring government 
operations back online as quickly as possible.

Ensuring Business 
Continuity and Disaster 
Recovery

Some city and county governments have 
adopted aspects of civic engagement to inform 
their investment decision making. 

For a CIO, this may mean acquiring a platform 
to support an active and intentional dialogue 
between citizens and the decision makers. 

CIOs may also weigh in on policy and 
procedures around civic engagement and 
to generally build an awareness within the 
organization. 

Supporting Civic 
Engagement

Integrating emerging technologies into existing 
infrastructure and processes can be challenging 
for CIOs. 

Technologies such as connected and 
autonomous vehicles, IoT sensors, body 
cameras, and artificial intelligence systems, all 
have the potential to provide benefit but can 
take a large amount of planning and preparation 
to explore where best to integrate those 
technologies into operations and then to do so. 

This requires developing understanding for how 
such technologies will impact other parts of the 
network, as well as the overall work flow of the 
city departments and then where appropriate, 
planning for deployment.

Preparing for Emerging 
Technologies

All city and county communication structures are 
important but all agree, emergency communications 
is particularly important. 

An interoperable technical and organizational 
infrastructure requires working across levels of 
government and municipal boundaries.  

CIOs usually work in partnership with public safety 
officials to fund, build, and maintain emergency 
communication systems.

Developing Interoperable 
Emergency Communications
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Selected Challenges of 
MIX Members 

Expanding Portfolios

Cyber “Boots on the ground”

City and County CIOs also face a unique set of challenges.

The following are highlights from the member discussions around selected current challenges.

Many city and county CIOs are finding that 
their portfolio has increased in both the 
number of, and types of, projects and activities.

As demand and diversity of task increases, CIOs 
are working to meet differing and increasing 
needs, often with just the resources available in 
their departments.

Specific challenges emerge when there is 
specific skill set required that isn’t available in 
house, or if the nature of the task is changing 
such as taking on more external facing 
activities, including IoT smart city projects and 
fiber and broadband projects. 

The increase in number of projects and a change 
in the types of projects has made the work of 
CIOs more challenging in recent years.

Cybersecurity prevention and mitigation requires a distinct set of skills for operational and strategic functions. 

Many cities and counties, especially smaller ones, don’t have skilled staff required to carry out these functions.

Some state governments have tried to fill this gap with tools and funding for local governments, but this does 
not get to the core of the problem - not enough of the right staff to carry out cybersecurity work. 

Outsourcing can be an effective approach, but some CIOs have found, even with an outsourcing approach to 
cybersecurity, there is still a deficit of expertise on the ground in cities and counties.

Shadow IT
When IT is purchased and implemented without the 
knowledge of the IT department it becomes part of 
the “Shadow IT” infrastructure.  

Such shadow IT creates security, interoperability and 
long term sustainability problems. 

Even governments with established governance 
processes find that technology is purchased, built 
and/or used without the IT department’s knowledge. 
Consumerization of IT is a major reason that 
shadow IT continues to be a problem. 

Many government officials believe that since facility 
have personal devices, they have the knowledge 
and expertise to select both hardware and software 
without expert advice. In reality, personal devices 
are different from the institutional technologies 
needed to run government operations and services. 

Shadow IT is not just an IT department problem, it’s 
an entire government problem.
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Selected Challenges of 
MIX Members 

The challenge of getting funding for back office 
and infrastructure projects is not new.

Typically, back office projects - while necessary 
to support a myriad of programs and services - 
are not eye catching nor well-understood.

Imagine a foundation that does not support a 
building. 

The impact of such a, “weak foundation” is often 
not quickly or easily seen or understood.

CIOs have a responsibility to know when 
underlying structures are weakening and need 
to be patched, upgraded, or replaced. 

However, such projects often get cut from 
budgets - even at the last minute. 

Making investments in infrastructure means 
CIOs are often finding new ways to integrate 
these investments into other projects so they can 
keep the foundation strong.

A government-wide IT investment governance 
body, structure, and process can be the cornerstone 
of sound decision making. 

While many cities and counties have this type of 
governance structure in place, it does not always 
operate as envisioned. 

One challenge many CIOs face is getting 
government leadership to invest in the process of 
shared governance of IT and then ensure that the 
process is used to review project plans, assess plans 
by agreed-upon criteria, and also assess the overall 
portfolio impact, among other necessary IT related 
planning and decision making activities.  

Many CIOs have learned that their non-technical 
leaders want the IT department to make all IT 
related decisions, however, they have also learned 
that it is better for everyone involved for such 
decisions to be made by cross-department groups.

Investments in 
Infrastructure

IT Governance
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CTG UAlbany
CTG UAlbany works with governments worldwide 
transforming public services through innovations in 
technology, policy and management. 

A research institute at the State University of New 
York (SUNY) at Albany, CTG UAlbany was established 
in 1993 to pursue new ways to use technology to 
address practical problems of government. 

CTG UAlbany collaborates with hundreds of domestic 
and international researchers on understanding and 
applying emerging technologies. 

At the same time, CTG UAlbany works with scores 
of local, state, federal, and international government 
bodies as a trusted advisor and facilitator of 
management and policy decisions to govern the 
use of new technologies as tools for public service 
transformation. 

CTG UAlbany 
187 Wolf Road, Suite 301
Albany, NY 12205
Phone: +1 (518) 422 – 3892
Fax: (518) 422 – 3886
Email: info@ctg.albany.edu
www.ctg.albany.edu
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Adjunct Professor at Nelson A. Rockefeller College 
of Public Affairs and Policy at the University at 
Albany	and	Affiliate	Faculty	at	Albany	Law	School.	

At CTG, Meghan leads multi sector and 
interdisciplinary innovation initiatives that build 
capability in public sector organizations and 
agencies throughout the world. 

Through a unique and collaborative process, Meghan 
works side by side with international, federal, state 
and local government leaders to produce new 
knowledge and actionable results. 

With over 20 years of experience working on public 
sector innovation efforts, Meghan is an expert in 
digital government transformation. 


