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Executive Summary

New levels of capability for coordinated action@ss organizational boundaries aeguired for
government to realize the transformative poterdfalechnology and cope with new economic
imperatives. This report outlines five recommermlai for change developed through a
collaborative, consensus-driven process conductéciTis on behalf of the New York State CIO
community. These recommendations are targeted #édirgy new capability for enterprise
information technology investment decision making New York State. The recommendations
extend existing enterprise information technolofjy) @overnance capability by introducing a
new level of transparency in decision making, iasimeg the opportunity for alignment of IT
investments with New York State’s strategic priest and fostering the development of policies
and standards to guide those investments.

The recommendations are a result of a year lonpegrorganized to ensure active partnership
from key actors in New York State government. They grounded in the results of numerous
workshops, meetings, and discussions focused anvAstment decision making held over the
past year with stakeholders at all levels in thatest Multiple draft versions of the
recommendations were reviewed with the New YorkeS@O, CIO/OFT senior staff, the CIO
Council Action Team Co-chairs, the CTG Standing Gottee, and key stakeholders in the New
York State Legislature. The feedback from thes#wuarfacilitated discussions was incorporated
into the final report and recommendations.

These stakeholders identified five areas where rezgth enterprise IT governance capability
would deliver new value for the state at all levels

Reduce redundancy and establish prioritization aesms.

Reduce political directions and swings.

Establish standards.

Foster sharing of services and information throagéncy collaboration.
Align IT with the business of the state.

arwnE

Throughout this process most participants agreatl while there are many strengths in the
current IT governance structure, New York is nalizeng the full potential of technology due to
limitations in the state’s current enterprise I'vgmance capability. The strengths of the current
environment relate to existing coordination andwieolge sharing mechanisms:

1. The CIO Council is a valuable forum for coordingtiefforts in areas of like interest and
need, such as standards development and training.

2. The CIO Council is a venue for creating an orgashizeice among agency CIOs and
CIO/OFT.

3. The emergence of grassroots informal coordinatiborte has enabled new levels of
cooperation across agency boundaries.

4. The CIO Council is an effective mechanism for infation sharing and professional
networking among CIOs.
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While the strengths in the current environmentrar@ble, the lack of support for the status quo
was considered a consequence of a number of miaspecific issues related to the current IT
governance structure:

Lack of clear roles and responsibilitiesMany in the community stated this lack of clarity
created difficulties in communication, consultaticend engagement efforts among the
stakeholders.

Lack of clear and consistent engagement in policy aking. Participants noted frustration
both in terms of the level of openness of the politaking process on one hand, and the
seeming lack of interest from the community in jggsaiting actively in policy making
processes on the other.

Lack of an established process to openly and contatly examine agency versus
enterprise as an implementation option.Throughout the project stakeholders expressed
frustration about the lack of clarity surroundirge tuse of the terranterprise They noted
little consistent use of any process or guidangeniaking determinations in a clear and
consistent way about what might be anterprise effort and implications of such a
designation.

No one involved in the project argued for the stajuo, indicating that time is ripe for change,
with the caveat that the changes embrace and lmnldhe acknowledged strengths. The
challenge New York State faces, together with mather governments and private sector
organizations, is how IT governance is done bestlarge, complex, and multi-unit, multi-level

organization like state government.

The recommendations will collectively create thegrmance capability the state needs to realize
these value propositions by outlining new struduraated to three primary areas of decision
making: IT investments, alignment of IT investmewith the overall strategic plan of the state,
and IT policies and standards. The recommendatasssgn responsibility for these three
categories of decision-making among four entittas: Executive Enterprise Governance Board
(EEGB), the Information Technology Investment Bo&TiB), the Office of the State Chief
Information Officer (CIO/OFT), and the New York &aChief Information Officer Council
(CIO Council).

The decision making processes for these three asmadinked on several levels through
overlapping membership in the governance bodidsrriration exchange among those involved
in these decisions ensures transparency and chadisalances in the system.

The four recommended entities have specific rotes rasponsibilities with respect to the three
decision making areas and their individual overnsigsponsibilities. The primary responsibility
for each is described below, followed by the recandations designed to create new value for
the state through more coordinated, open, andpesest IT investment decision making at the
enterprise level and throughout state government.

Executive Enterprise Governance Board (EEGB).This Board has responsibility for
ensuring alignment of IT investments with overdtts plans and priorities. The EEGB
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carries out this responsibility through semi-anmeaiews of the IT investment portfolio for
its alignment with the overall state strategic plan

Information Technology Investment Board (ITIB). This Board has responsibility for
review of final decisions about state agency ITestment requests and related analyses
submitted by CIO/OFT. In this role, the ITIB recesvand responds to the investment
analysis from CIO/OFT and assumes oversight resipiitysfor enterprise initiatives.

Office of the Chief Information Officer and the Office for Technology (CIO/OFT).
Among its other duties, CIO/OFT is responsible fbe development of information
technology related policy and standards. CIO/OFTuldiocarry out this responsibility
through collaboration with the CIO Council as auglil in the recommendations.

The Chief Information Officer Council (CIO Council). The main responsibility of the

CIO Council is to provide a mechanism for the Nearky' State agency CIO community to
advise and inform CIO/OFT on matters of informattenhnology policy, management, and
operations.

Recommendations

#1:. Establish theExecutive Enterprise Governance Boa{HEGB) to ensure alignment of
enterprise IT decision making with current statbgoes and strategic priorities.

#2: Establish ainformation Technology Investment BogdIB).
#3: Adopt the CIO Council Charter as drafted by@® Council Action Team Co-Chairs.

#4. Establish arechnology Services Advisory Coun@iSAC) to oversee the centralized IT
services state agencies purchase from CIO/OFT.

#5: Establish a temporangnterprise IT Governance Implementation Commitieeh
responsibility to implement the new IT governanteigures and design a process for
periodic review and assessment of how the new tsieicenhances the transparency,
efficiency, and coordination of the state’s ents@IT investment decisions.

Implementation Success Factors

1. Acknowledge and build upon the formal and infornsallaboration efforts occurring
throughout the state government IT community.

2. Recognize the critical role of the Executive Chamimeimplementing and sustaining
statewide IT governance.

3. Employ an incremental implementation strategy wéspect to changes in enterprise IT
governance.

4. Develop and distribute clear descriptions of théu@aan enterprise IT governance
perspective would have for New York State as a @hol

5. Establish a regular review of the performance eféhhanced enterprise IT governance
structure.

Center for Technology in Government 3






Chapter 1 - Laying the Foundation for Value-Generating
Change in New York State

Most strategies for achieving the goals of costiotidn, increased transparency, and improved
service quality require coordinated action acrdss boundaries of organizations. Making
information technology decisions through coordidasetion often requires new governance
capability. In pursuit of these goals, officialsNiew York State began looking toward enhanced
enterprise Information Technology (IT) governantiee result was the launch of a collaborative
and consensus-driven project led by the CenteTéahnology in Government and organized to
ensure active participation of key actors in Newrky&tate government. The participants
included officials from the New York State Officétbe Chief Information Officer and the New
York State Office for Technology (CIO/OFT), contraencies such as the Division of the
Budget and the Office of the State Comptroller, rhera of the New York State CIO Council,
and other agency and local government CIOs. litiaddinput was gathered from existing IT-
related governance bodies already operating isttte.

This project produced a set of recommendationsrieating value for the state through enhanced
enterprise IT governanceThe recommendations were designed to incorpotateatithority
arrangements and decision making processes negesaachieve strategic enterprise IT
objectives, such as those laid outRtan 2010 — Going from Good to Greain addition to
further enabling agency and domain-level decisi@king. Through the Plan 2010, New York
State agency CIOs are being empowered and expéztedive IT innovations, technology
standardization, and interoperability in a collaiwe environment to achieve integrated and
cost-effective IT solutions. The Plan calls speaily for the creation of an “inclusive and
collaborative decision-making process for futureitiVestments® The recommendations and
implementation success factors presented here duppaealization of this goal.

This report is organized into four chapters witlsed of appendices. Chapter one provides an
introduction to the project and to enterprise I'vgmance, including the foundational concepts
of governance. In addition, chapter one includespimblic value framework, which was used in
the project to ensure a focus on designing valueygging change. Chapter two presents key
findings from the current practices review. Chapkeee provides an overview of the evolution
of enterprise IT governance in New York State, idgswith a description of the current
environment and some observations about the valdelaallenges in that environment. Chapter
four includes the recommendations generated froenprticipants for enhancements to the
current governance structure, along with some implgation guidance.

! See Appendix A of this report for a list of thengmanion documents produced as a part of this projétich are
available on the CTG web sitevatvw.ctg.albany.edu

2NYS CIO/OFT.Plan 2010 - Going From Good To Great: CIO/OFT Stgit Roadmap(2008). Retrieved from
http://www.oft.state.ny.us/News/FinalNY S2008Goatsatrategies. pdf

®NYS CIO/OFT Plan 2010 4.
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Understanding IT Governance

The phraseenterprise information technology governansefrequently used to describe any
effort by an organization to move away from uncated, department-based IT management
toward coordinated, enterprise-wide governance Tofrésources. Many definitions of IT
governance can be found in both the practitioner @rademic literature. Most characterize IT
governance as the formal description of how orgdions make decisions about IT and the
scope of that decision-making. For example, Sambdaypand Zmud define IT Governance as
the arrangement of authority patterns over IT @@t across an organizatiérOne of the most
widely cited definition is from Weill and Ross, wlitefine IT governance as “specifying the
decision rights and accountability framework to@mage desirable behavior in the use ofAT.”
Governance, in their view, answers these questMfist decisions must be made? Who should
make trgiese decisions? How will decisions be madimt is the process for monitoring
results?

There are notable differences between the privadepablic sector concepts of enterprise and of
IT governance. For example, the IT Governancetlrsti which focuses mainly on the private
sector, defines IT governance as follows:

“Enterprise governance is a set of responsibiliied practices exercised by
the board and executive management with the goalr@fiding strategic
direction, ensuring that objectives are achievededaining that risks are
managed appropriately and verifying that the emisg{s resources are used
responsibly.

Whereas the National Association of State Chiebrmiation Officers (NASCIO), focusing on
the public sector, defines the purpose of IT goarce differently:

“In state government, IT Governance is about engutihat state government is
effectively using information technology in alhés of business and leveraging
capabilities across state government appropriatelpot only avoid unnecessary
or redundant investments, but to enhance apprepriatoss-boundary
interoperability. The term ‘appropriate’ is usedchese in many cases state
government has existing statutory constraints amehding that can often limits
as well as empowers proper governarfce.”

Managing goal attainment, assessing and minimizisg, and providing oversight of IT
investments are the responsibilities of those wewlin IT governance. The challenge New
York State faces, together with many other govemtsiand private sector organizations, is how

* Sambamurthy, V. & Zmud, R. W. “Arrangements fdioimation technology governance: A theory of muétip
contingencies.MIS Quarterly 23 (1999): 261-290.

®>Weill, P. & Ross, J. WIT governance: How top performers manage it deaisights for superior resultéBoston:
Harvard Business School Press, 2004), 8.

® Weill & Ross, 10.

"IT Governance Institut&oard Briefing on IT Governance, 2nd Editi(#003), 6. Retrieved from
http://www.itgi.org/.

8 National Association of State Chief Informatiorfi@érs (NASCIO).IT Governance and Business Outcomes — A
Shared Responsibility between IT and Business lshigg2008), 1. Retrieved frofnttp://www.nascio.org/
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IT governance is done best in a large, complex, rantli-unit, multi-level organization like a
state government. What is the enterprise? Whatharémplications and benefits of operating in
an enterprise fashion? How can governance bestdamiaed to operate in a newly coordinated
way?

The Identification of Public Value

The potential of information technology for transfong state government is widely recognized.
There are many available strategies for achievwege transformative effects, such as increased
transparency and improved service quality. Howeirenmost cases the strategies themselves
require significant changes in the way governmeant$ government leaders operate. Exploiting
the potential of information technology for govemm transformation requires new forms of
coordinated action across the boundaries of goventiagencies and with other partners outside
the formal institutions of government. Making infwation technology decisions in this way,
through coordinated action across the boundariesnokiple organizations, requires new
resource allocation models and new capability torsensus building and collaboration.

In response to this increased attention towardsgtiedt require coordinated action, New York
State officials began to ask questions about cueeterprise IT governance capabilities and to
consider what additional value could be createdthear state through enhancements to that
capability. Identifying how to enhance public valinreough new governance arrangements was
central to preparing this report. The project ugaxbllaborative and consensus-driven process to
seek descriptions of the desired results. Projectigpants were asked to identify value
propositions for an enhanced enterprise IT goveraasiructure and the characteristics of a
governance design that would most likely achieve tbhbjective of an “inclusive and
collaborative decision-making process for futureiiVestments® Three questions were posed
to participants and stakeholders throughout thigept; their responses provide the foundation
for the recommendations.

1. What value must be created to make the enhanceofiesnterprise IT governance in
New York State worthwhile?

2. What changes have to occur for that value to bated®

3. Does New York State have the capability to makesarsain the necessary changes?

We returned to these questions repeatedly througth@uproject to ensure that our attention
would remain on value creation. The value focue AlElped maintain awareness of the technical
and political context of IT governance and avoigh@istic generic strategies that did not take
the New York State context into account.

The way we focus on value creation distinguished approach from many of the existing
efforts of IT governance development. The fouraabf this approach rests in the public value
framework developed by the Center for Technolog@avernment? In this framework, public
return on investment (ROI) is defined as a measdirthe delivery of specific value to key

® NYS CIO/OFT Plan 2010 8.

19 Center for Technology in GovernmeAdvancing Return on Investment Analysis for GoverirtT: A Public
Value FrameworkAlbany: CTG, 2007). Available at
http://www.ctg.albany.edu/publications/reports/ausiag_roi.
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stakeholders and the improvement of the value gégonent as a public asset. The framework
identifies five types of public value: financialolgical, social, strategic, ideological, and

stewardship. For each type of value, there areetlp@ssible value-generating mechanisms:
increases in efficiency and/or effectiveness, a@ngbbf otherwise infeasible but desirable

activities, and intrinsic enhancements to the stakders, such as improved transparency.

The task of assessing value is challenging beaantsevery aspect of public value is relevant for
a particular governance structure or investmentawilrg on this framework, the project
activities were organized to identify what valuesinbe realized through enhanced enterprise IT
governance to justify the investments necessanydate that enhanced capability. This project
was designed to incorporate multiple stakeholdespeetives on the value proposition for
enhanced enterprise IT governance for New York eSgavernment. For more detailed
information about the project methodology, see Alie B.

Table 1.
Mapping the Value of Enhanced Enterprise IT Governace
Scope of Governance
Agency Domain Level Enterprise* Level
Agency Better alignment with | Ability to benefit from the | Benefit from
agency business, collaboration by allowing | aggregate buys such
improved sharing of | smaller agencies to have g as with e-licensing
services within voice in a larger forum. and PC contracts.
agency, simpler
o standardization.
c—js Domain Ability to coordinate |Leverage skills and Economies of scale.
z resources. technology. Ability to
° create a “domain vision”
S that represents the whole
a versus individual silos.
O
e New York |Statewide cost Better alignment within Multi-year planning
State savings. the policy domains of the | and ability to weather
Government State. the changes in
political swings.
Public Customer centric Provides a streamlined  |Overall cost savings
focus of agency perspective of a policy and improved
mission and vision. domain. Better customer |customer service.
service.

*In this case the enterprise is New York State Gowent

We asked participants on several occasions how g@vernance structures and capabilities
could generate value for the state. The stakeholdentified four possible recipients of value:

agencies, program domains (e.g., criminal justise\y York State government as an enterprise,
and the public (see Table 1). They consideredrtbehanisms for creating that value as well.
Recognizing that IT governance does not exist st gme level in the state, participants noted
that many entities have created enterprise decmsigking capability and are delivering value to

their stakeholders as a consequence. This capdbilicoordinated action within and across the
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levels of state government was considered to beat gtrength of the state. Participants noted
that the greatest value from enhanced enterprisgoMernance would accrue to individual
agencies, program domains, and the state not bgcieg multi-level IT governance, but by
building on it and leveraging it toward a new legéctoordinated action.

Drawing on the principles of the public value framoek and the value map in Table 1, a set of
value propositions for enhanced enterprise IT guwmece emerged. Participants in this process
included CIOs and technology staff from state ageEncauthorities, and local governments;

results were also reviewed with other key stakedrsldTogether the value propositions provide
the rationale for pursuing enhanced enterpriseoMegnance in New York State and the basis for
evaluating any enterprise IT governance strateg\sthte pursues.

1.

Reduce redundancy and establish prioritization rae@dms. The diversity of agencies,
organization structures, and levels in New Yorki&Sggovernment can result in redundancy
and conflict over priorities. There is a need,réfh@e, for opportunities to collaborate in
order to solve common business problems throughsdiltions that complement, not
dominate, the missions and goals of agencies. ritzation is a difficult, but potentially
powerful process for state government. Effectiverfiization—at the agency, domain, or
state level—provides a foundation for coordinatetdgprise-level strategies and initiatives.

Reduce political directions and swings.Political change is a constant within any
government. A well-designed governance structamenot eradicate political swings, nor
should it. An effective governance framework caovple a continuity plan to span political
leadership changes and create consistency of vieroll projects, which are often multi-

year endeavors that span more than one admingstrati

Establish standards.Improved interoperability is an important goal fdr in New York
State government. Technology and information statwlaare a foundation for the
interagency collaboration necessary for interopétalio become an achievable goal for
many of the state’s departments and units. Theofinounity in New York State government
is eager for guidance in the form of goal-orientedi product-based, standards. Enhanced
enterprise IT governance for New York State shosédl out clear rules for developing
statewide standards, while still retaining the itbéity to handle exceptions to those rules.

Foster sharing of services and information througgency collaboration.With clear
standards in place, New York State government haspbtential for expanded shared
services offerings and innovative collaborationhdugh government is diverse, there are
many shared goals and constituents that make ageoitaboration a worthwhile and
necessary goal. Enhanced enterprise IT governancstdte and local government should
provide a space for greater coordination and cotaiion among agencies, authorities, and
localities.

Align IT with the business of the state governmilignment of IT with business needs is a
commonly accepted goal of IT governance, yet ey difficult to achieve. Programmatic

needs drive government organizations. This aligrirhaa potential value at the agency level
and at the state level. Enhanced enterprise IT rgamee for state and local government
should provide mechanisms for alignment betweeninifestments and programmatic

priorities.
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Chapter 2 - Enterprise IT Governance in Practice: A review of the
States

IT governance is a sorting process operating iarasironment that generates an ongoing stream of
demands and opportunities for IT development ard Tise governance process responds to these
demands and opportunities by identifying the issadse resolved and distributing them for decision
making at different levels of government: indivitlagencies, federations of agencies acting in
consort, or a central state-level organizationdl dme normal conduct of IT use in government
requires this constant stream of decisions andress to changes in the environment. Each decision
or response requires resolving certain issues: $tbald decide and act? By what means? According
to what rules and criteria? With what resources® Ml results be assessed? and so forth. The
resulting decisions generate operational actioisarvarious levels, which in turn produce restiits
flow back into the environment in the form of sems, benefits, policies, resources, or other prsduc
of government action. Figure 1 shows three levetlistribution of the issues, roughly reflectingeth
current governance process in New York and elseavi@milar representations could include
different levels, but follow the same basic prinegp

Issues Demands |Opportunities

Sorting mechanism
(Governance distribution level)

Governance
action level:
A = Agency
D = Domain
S = State

Operational
action level:

Figure 1 - Enterprise IT Governance as a Sorting Mehanism
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This representation is useful in classifying arehiifying the locations of the actions and decision
that make up a governance framework. How each argton implements governance, of course,
varies to some degree; however, our review of s supports Sambamurthy and Zmtict&aim

that there are three prevalent ways of distribusinthority over decision making for enterprise IT:

1. A centralized IT governance structudestributes authority and decision making powdelso
within a central body.

2. A decentralized IT governanstructure distributes all authority and decisiorking power to
individual business units (or state agencies).

3. In afederated IT governance structueajthority over decision-making is distributed begéw a
central body and individual organizational units éostate-level IT office and state agency
ClOs).

This chapter presents a summary of an environmesti@h used to inform the recommendations
regarding enhanced enterprise IT governance for Mevk State (See Appendix B for information
regarding the approach and methodology used toumbritie environmental scan). A considerable
diversity in patterns of authority, practice, amd@e can be seen in the implementation of these thr
general IT governance structurés.Our summary presents trends in three componednssate [T
governance: patterns of authority, functions of gtete-level IT office, and coordination mechanisms
Each component is listed below with illustrativeagples from the states. The summary is followed
by enterprise IT governance design advice offese@I®s and IT officials from the eleven states who
participated in the interviews for this project.

Patterns of Authority

All of the thirteen states in our structural pre§il have created a state-level CIO and IT office;
however, the scope, roles, and responsibilitiestgthto the state-level CIO, the IT office, and the
agency CIOs differ from state to state. The pasitib the state-level CIO within the state hierarchy
varies, but this placement is independent of theape. For example, the state CIO may be a member
of the governor’s cabinet, may be in charge ofdniser own cabinet-level agency, or may be in aharg
of a unit or division for IT as part of another enive agency (most commonly a department of
administration). An exception to this is Kansasjchhhas multiple state-level CIOs in the executive,
legislative, and judicial branches.

Of the thirteen states in our structural reviewp tatates—Michigan and Maine—characterized
themselves as having a centralized IT governanmaetste. In both instances, the state-level CIO was
the head of the state-level IT office; however, plsition of the state-level CIO and the state ffice
within the larger state hierarchy was differenticiMigan’s state-level CIO has a cabinet-level posit
and the state IT office is a stand-alone agendye Michigan approach differs from Maine, where the
state CIO reports to an agency head rather thanctbinet-level official or governor. However, both
states use some form of agency liaison to cooreibatween the state-level IT office and the agancie
In comparison with states that have federated IWegmance, both make minimal use of external
boards, councils, or committees to involve othakaholders.

Eleven of the thirteen states use a federated gawmee structure (see Table 2). Within the eleven
states, differences in the relationships among dtiage-level CIO, the state-level IT offices, and

" Sambamurthy & Zmud, 261-290.
25ambamurthy & Zmud, 261-290.
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individual agency CIOs emerged. California hadaestevel CIO at the cabinet level, but the State
ClO did not oversee the state-level IT servicegceffwhich was embedded in another ageficys
stated previously, Kansas has multiple state-l€0#D type positions that span the executive,
legislative, and judicial branches. Like Californilae other nine states have one state-level QiOhé
or she has responsibility for both policy and saviunctions. All eleven states use a variety of
external committees, boards, and councils to amidinpation and collaboration between stakeholders.

Functions of the State-Level IT Office

Generally, there are two main functions performgdhe state-level IT office: (1) policy and plangin
and (2) provision of IT services. In our reviewetmajority of state-level IT offices, regardleds o
centralized or federated structure, performed Ibotictions. From the state profiles, only two states
California and Florida, had established separafeesf for those functions; when reviewing the
additional states included in the interviews, Oreges the only state that also separated these two
functions. In those three states, the State CI® wacharge of policy and planning only and this
function was completed in cooperation with agereyel CIOs and IT offices, which also provide their
own policy, planning, and IT infrastructure. Astbfs publication, both California and Florida have
made changes to consolidate these two functiomsangingle state-level IT office led by the State
CIO.

The functions performed by the state-level and egéevel IT offices vary. In our review, we
concentrated on the state-level IT offices. THo#dling the policy and planning functions ranged
scope to include preparing state IT strategic plafEusing on process improvement and
consolidation, or setting enterprise architectund aecurity standards or statewide IT procurement
guidelines. Many of the states create strategiocsolhat are updated annually. In Kansas, howéver,
state-level IT office works on a state-level stgateplan that provides a long-term directive (fiyear
span) for the state as a whole. This long-terraative in turn informs agencies’ three-year IT glan
which are updated annually. From these plans, a@gercreate individual project plans that are
submitted for budget consideration, which feed batk the state strategic IT plan. Similarly,
Virginia creates its strategic plan to cover a fgear timeframe.

In contrast, the two states with centralized IT ggmance have a very different strategic plannird) an
budgeting process in which all IT planning, IT cgens and IT policy creation is subsumed under the
state-level IT office. The state-level IT officeslisit agency feedback about their IT needs as they
pertain to agency-specific business goals. Esabntihe state IT strategic plan encompasses HIsgo
for the entire state.

Similarly, the services provided by state-leveldffices vary in scope. Most state-level IT offica®
generally responsible for areas such as serviceageanent, technical services, infrastructure and
operations, shared services, program managemedigatpons development, or systems development.
Georgia and Virginia are two states that use pyfiicate partnerships to deliver IT infrastructure
services to state agencies.

Finally, many state-level IT offices have createtdtsior departments for enterprise-wide functions.
The most common entities are enterprise projectagement units or enterprise infrastructure units

13 As of May 2009, California initiated th@overnor's IT Reorganization Plan (GRP), which otidates the Office of the
CIO (OCI0O), Office of Information Security and Paisy Protection (Office of Information Security), fstment of
Technology Services, and Department of GeneraliGes\/Telecommunications Division into the OCIOnyAeferences
to California in this report rely upon the IT gomance framework in place prior to May 2009.
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whose goal is to promote state-wide uniform projpahagement practices or provide a common state-

wide infrastructure to all state agencies.

Table 2. Federated Approaches*
State State level CIO IT Offices Coordination Mechaisms
= One State CIO in State-level policy and = Enterprise Leadership Council
charge of stand-alon¢ planning are provided by | = Information Technology Council
office in charge of the the Office of the CIO = Board of High Profile Projects
policy function State-level IT services are = Technology Service Board
= State CIO Cabinet provided by the State and
CA level Customer Service Agency
which is governed by the
Technology Services
Board
Agencies maintain IT
offices with agency CIOs
= One State CIO in State-level IT office is parf= CIO Council
charge of state-level | of the Executive Office of|= Technology Review Workgroup
FL IT office the Governor
Agencies maintain IT
offices with agency CIOs
= One State CIO in State-level IT officeisa |= GTA Board of Directors
charge of state-level | stand alone office, butis |= Technology Empowerment Fund
IT office governed by the GTA Steering Committee
GA = State CIO is Board of Directors = Critical Projects Review Panel
appointed and Agencies maintain IT = PeopleSoft Program Governance
removed by the GTA| offices with agency ClOs Council
Board of Directors = CIO Council
Multiple state-level State-level IT office is part= Information Technology Advisory
CIO Positions of Department of Board
= Executive Chief IT Administration and = |IT Architecture Review Board
Officer supports the executive, |= IT Executive Council
KS = Legislative Chief IT legislative, and judicial = GIS Board
Officer Chief IT Officers and the = Information Network of Kansas Board
= Judicial Chief IT Chief IT Architect = Joint Legislative Committee on
Officer Agencies maintain IT Technology
= Chief IT Architect offices with agency ClOs
= One State CIO in State-level IT office is part= Commonwealth Technology Council
charge of state-level | of Department of Finance| = Enterprise Architecture and Standards
IT office and Administration Committee
KY Agencies maintain IT = Information Technology Advisory
offices with agency ClOs Council
= Geospatial Board
= Wireless Interoperability Executive
Committee
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Table 2. Federated Approaches*

State

State level CIO

IT Offices

Coordination Mechaisms

= One State CIO in
charge of state-level
IT office

State-level IT office is a
stand alone office
Agencies maintain IT

Technology Business Advisory
Council
Commissioner’s Technology Advisory

MN = State CIO Cabinet offices with agency CIOs Board
level = Agency CIO Advisory Council
= Information Security Council
= One State CIO in State-level IT officeisa |= IT Advisory Board
NC charge of state-level | stand alone office = Technical and Systems Support Groups
IT office Agencies maintain IT
offices with agency ClOs
= One State CIO in State-level IT office is = Agency CIO Council
charge of state-level | stand alone = Economic Security and Human
NY IT office Agencies maintain IT Services Advisory Board (CoP)
offices with agency ClOs | = Integrated Justice Advisory Board
= Financial Management System
= One State CIO in State-level IT office is part= Enterprise IT Governance Board
charge of state-level | of Office of = Public Safety; Health & Human
PA IT office Administration Services Environmental (CoPs)
Agencies maintain IT = Enterprise IT Governance Committee
offices with agency CIOs
= One State CTO in State-level IT officeisa |= DIR Board of Directors
charge of state-level | stand alone office and is |= Texas Building and Procurement
IT office governed by the DIR Commission Contract Advisory Team
X . o .
Board of Directors = Telecommunications Planning and
Agencies maintain IT Oversight Council
offices with agency ClOs | = Quality Assurance Team
= One State CIO in State-level IT office is = Center for Innovative Technology
VA charge of state-level | stand alone office = Information Technology Investment

IT office

Agencies maintain IT
offices with agency ClOs

Board
Council on Technology Services

*State data is based on the governance frameworigédration as of January 2009.
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Coordination mechanisms

A coordination mechanism is defined as “any adnmaise tool for achieving integration among
different units within an organizatiori*’Within the states reviewed, there are a range exfhanisms
that integrate and coordinate diverse stakeholtws: These coordination mechanisms all exhibit
structural, functional, and social integration daifiy.'> Some states use only one or two types of
mechanisms, while others use a variety of intet@dlacoordination mechanisms. The participants
involved in these coordination mechanisms were dribem four main sources: (1) control agencies
such as administration, budget, or general serv{@@ghe private sector; (3) agency CIOs, andlié)
general public. The variation can be seen in (1¢rehhey were positioned within the state hierarchy
(level), (2) authority granted and by what means.,(ilegislative, executive order, etc.), (3) sGope
roles, responsibilities, and (4) membership. Foawrdination mechanisms were consistently found
across the states:

= External committees, councils, and boadigside the control of the state-level IT officd@he
state-level CIO or agency CIOs may have roles @sé¢hbodies either as a chair or participant.
These coordinating mechanisms are generally crefatech host of different purposes with
different levels, authority, scope, and responisiés.

= Communities of Practice (Col) which people with like needs come together towesproblems
relevant to the community. Some CoPs have formaltheir own IT governance activities and
some have been recognized as part of the larger Blagovernance picture. However, the
majority appear to be informally created and thosnecessarily identified in official documents.

= Enterprise oriented offices, divisions, or unitsthin the state-level IT officdhave a sole
responsibility to look across the state for oppaittas where individual agencies or the state as a
whole can benefit from an enterprise approach to IT

= Agency liaison staffire used to elicit the needs from the state agerand gather feedback from
them. The state-level IT offices create agencyisermunits with liaison relationships to each state
agency or a cluster of agencies perceived as Ipzirigpf the same domain.

States with federated IT governance structures temdve more coordination mechanisms than states
with centralized structures. That observation gside nature of these coordination mechanisms and
their role overall IT governance of the state vamggeatly. California’s Technology Services Board
(CTSB) is an advisory board made up of agency I&i€)s and is assigned the responsibility of
providing feedback to the Department of Technol&gyvices (DTS), which is responsible for the
provision of enterprise IT services across theestat contrast, Minnesota created a Technology
Business Council that brings together CIOs, CE@d,@&00s from various private enterprises in order
to advise the state-level CIO on new technologpdse A third variation is Virginia’s Information
Technology Investment Board (ITIB), made up of eighizens and two ex officio members, the
Auditor of Public Accounts from the legislative bl and the Secretary of Technology. The Board’s
responsibility is to review, prioritize, and recomana enterprise-wide investments to the governor.

1 Martinez, J. 1. & Jarillo, J. C. “The evolution mésearch on coordination mechanisms in multinatioesearch.Journal
of International Business Studi26(3), p. 489-514, p.490.

15 peterson, R., R. Callaghan, & P. Ribbers. (20@@)rmation Technology Governance by Design: Inigesing Hybrid
Configurations and Integration Mechanisms. In peaiiegs of the twenty first international conferecelnformation
systems (Brisbane, Queensland, Australia). Assooidbr Information Systems. p. 435-452.
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Pennsylvania provides an example where multiplerdination mechanisms work together. The
Pennsylvania Enterprise Governance Board is madeofuphe state-level CIO, secretaries of
Administration, Budget, and General Services, ded@overnor’s Chief of Staff. The Board has the
power to approve IT plans and direct IT investmentsdividual agencies; it also formally recogrsze
the Communities of Practice (CoPs). In 2002, Pdrasja adopted CoPs as an integral part of the
Pennsylvania’s IT/business integration strategye attivities of Pennsylvania’s CoPs are important t
its larger picture of IT governance at the stateelle The CoPs bring together a cluster of agencies
with similar missions and needs to promote integgtdechnology solutions. Although most states do
have community of practice groups, usually centemedind GIS or public safety, the commonwealth
of Pennsylvania is the only one to formalize troa@ept and make it visible in its description @itet
level IT governance strategy.

Specific statewide or enterprise offices can benébin both centralized and federated structures.
However, in centralized structures the enterprifiees or agency liaisons are likely to have a ¢arg
role. For example, Michigan created a Bureau ofnsgeServices to ensure that agency perspective
and needs are adequately represented within aatieatt structure. The office is responsible for
assigning liaison staff (officially called Agencynformation Officers) who are responsible for
individual agencies that are large in scope, sictha Department of Health or Transportation, or a
cluster of agencies considered to be part of omeaiin

Enterprise IT Governance Design Advice

The following five statements summarize advice atp@ throughout the interviews with the state
ClOs!® While the states we talked with were at differstages of implementation for their own
enterprise IT governance strategies, there wasrgeagreement on a set of key ideas about IT
governance efforts.

Focus on Return on Investment (ROI).The movement toward enterprise IT governancess al
being driven by the desire to maximize the orgamms return on IT investment. Along with
budgetary pressures, public organizations are @ésding with increased need for interagency
information sharing, an ever increasing volume atbdhat needs to be successfully managed, and
the need for cross boundary collaboration for caxjpiulti-organizational problems.

Don't look for a silver bullet. In their efforts to build enterprise IT governanpablic managers
are drawing on the experiences of other public @inhte sector organizations undergoing similar
transformations. Throughout this process, mosfiateng that no one framework or strategy can
simply be adopted for their state. More and meages are focused on tailoring IT governance to
their own needs.

Recognize how IT is embedded in the institutions ajovernment. The governance of IT at the

state level is deeply embedded in the policiesplpras, and structures of government. |IT
governance operates alongside, and in concert witler forms of governance (e.g., financial
governance). The trend toward formalizing IT goeerce at the state level is a relatively new
expression of organizing public bureaucratic wonkl @verlaps with the widespread adoption of

18 For further details about the results from therviews, se&nterprise IT Governance in State Government: aess
Learned from the Stateavailable ahttp://www.ctg.albany.edu/publications/reports
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other practices aimed at improving government, aglprivatization, performance measurement,
decentralization, or outsourcing.

The CIO is central to enterprise IT governance State-level ClOs are held accountable for IT at
a state level and are typically charged with imprg\service delivery, achieving efficiencies, and
effectively using IT and information to achieve théssion of state governmefitThus, improving

IT governance was listed as a top priority for 2@39the National Association of State Chief
Information Officers in their annual survéy.

Incrementalism is key to successful implementationMost states spoke very clearly about the
need for an incremental implementation strategye $tates that faced the most challenges or
pitfalls were the ones that attempted a total ancheédiate revamping of their current structure.
The strategy should also recognize that the nemdand demands on an IT governance structure
will remain in flux. Therefore adjustments and ewiof IT governance should be a permanent part
of the framework.

' Considine, M, and J. M. Lewis “Bureaucracy, Netwmr Enterprise? Comparing Models of Governamcauistralia,
Britain, the Netherlands, and New Zealan@ublic Administration Revie®3, 2: (2003), 131-140.

18 General Services Administration (GSA). The Roléhef Government Chief Information Officer. Intergormental
Solutions Newsletter. Vol. 21: (2008). Retrieveohi www.gsa.gov/intergovnewsletter

19 National Association of State Chief Informationfieérs (NASCIO).State CIO Priorities 20092008). Retrieved from
http://www.nascio.org/publications/documents/NASGIBD Priorities2008-2009.pdf.
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Chapter 3 - The Evolution of Enterprise IT Governance in New
York State

While enterprise IT governance in New York Stateas new, it is evolving. Over the past ten years
New York, like many other states, initiated its govance structure from a policy perspective to guid
information technology decisions. This chapterves an overview of the evolution of New York’s
enterprise IT governance to its current state, aliteis continuing to evolve (See Table 3 for & ¢if
the current IT governance components).

In 1996, Governor Pataki created the state’s bosty with responsibility to develop policy to guide
information technology decisions across state gowent: the Governor's Task Force on Information
Resource Management (IRM} The Task Force was established to facilitate aemsreamlined
process for doing business with and within New Y8thte. The policies generated during the early
years of this task force focused on the developroéran IT strategic plan, setting standards, and
identifying critical initiatives that would moveelstate forward in terms of information use. Amoth
responsibility of the Governor’s Task Force on IRMSs to coordinate acquisitions among agencies to
ensure compatibility and the best value. MemberthefTask Force were also asked to recommend
initiatives that would take full advantage of tleehnological opportunities available at the timd an
result in streamlining services and reducing costs.

In 1997, the Governor's Task Force on IRM became @ffice for Technology (OFT) through
Technology Law §101 — §1G7. In section §104 of that statute, the New York&tagislature called
for an Advisory Council for Technology to guide tbeector of OFT. The purpose of this body, as
defined in the law, was to review and comment omudés and regulations created by OFT; provide
guidance and support to the director of OFT in diegelopment of any statewide plan for further
development and improvement of the state's techyyodxquisitions; and recommend surveys and
reports to be completed by the director to carryadluof the objectives and purposes of the artitle
date, this Advisory Council has never been convened

20NYS Technology Policy 96-https://www.oft.state.ny.us/arcPolicy/policy/tp_96tm
ZLNYS Technology Law 101 — 10#ttp://www.oft.state.ny.us/Policy/OF TEnablingLegrht
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Table 3
Components of IT Governance in New York State

Law

Body

Text from Law or Document

Technology
Policy 96-1

Governor’s
Task Force
on
Information
Resource
Management

The Governor's Task Force on Information Resouraeddement (IRM) has bee
convened. Membership includes executives from tigaitments of Social
Services, Motor Vehicles, Environmental Conservgtioorrectional Services,
Health, Labor, Taxation and Finance, the Officdehtal Retardation and
Developmental Disabilities and the Division of Cmal Justice Services. Ex-
officio members from the Department of Law, Offfethe State Comptroller,

Division of Budget and Office of General Services also represented. James G.

Natoli chairs the Task Force.

Goals

* The goal of the Task Force is to design and impigraestatewide policy for
the management of information which makes doingrass with and within
the State easier, faster and less costly. Spdbjfithe Task Force will:
Develop a strategic plan which outlines where ttaée% IRM capabilities
should be in several years, and set the standaddglentify the critical
initiatives for getting there;

» Establish statewide policies and practices fonalll enabling technologies ar
to secure major cross-agency linkages;

» Coordinate IRM acquisitions among agencies to engavernment-wide
compatibility and to leverage the best value inrtiegket;

* Recommend savings initiatives that take full adsgatof technological
opportunities to streamline services and make timeme user-friendly.

Improve the Request for Proposal process to gusggitbjects come in on time
and on budget, make full use of performance cotstyand reflect creative cost-
sharing and funding vehicles;

Review/Discuss potential government applicatiorth vaading public and private
experts, and test new systems development prayacisprototype basis; and,
Address a host of related issues such as develagstatewide inventory of surplu
equipment, identifying best practices among agenciepossible statewide
application, and designing new ways to secure aoggt information.

—

Technology
Law 102

Office of
Technology

The Office for Technology is hereby created witthia executive department to
have and exercise the functions, powers and dpit@sded by the provisions of
this article and any other provision of law.

The head of the office shall be the director ofdffece, who shall serve as the
chief technology officer for the state of New Yahkd shall be designated as
management confidential in the noncompetitive claggcordance with the civil
service law. The director shall be the chief exiweudfficer of and in sole charge
of the administration of the office.

The director shall be entitled to receive reimboreet for expenses actually a
necessarily incurred by him or her in the perforogaof his or her duties.
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Table 3
Components of IT Governance in New York State

Law Body Text from Law or Document

Technology| Advisory There shall be within the office, an advisory cdufur technology. The director of
Law 104 Council for | the office shall serve as chair of the council. Thancil shall be composed of a
Technology | minimum of nine information resource managemerdgaiors or their equivalent
appointed by the governor.

The governor's appointments shall be selected &tate agencies. In addition, one
shall be appointed upon recommendation of the teanp@resident of the senate
and one shall be appointed upon the recommendatitire speaker of the
assembly.

—

The members of the council shall receive no comga#ons for their services, bu
shall be allowed their actual and necessary exgeansarred in the performance pf

their duties
Executive | Office of the | Establishment of the Office of the Chief Informati®fficer of the state of NY|
Order 117 | CIO whose responsibilities include:
1. Overseeing and supervising the management andtmperaf Office for
Technology

2. Overseeing, directing, and coordinating the esthbient of information
technology policies, protocols, and standards fateSGovernment, including
hardware, software, security and business re-eaging

3. Overseeing and coordinating the development, atiquisdeployment and
management of information technology resource&tate government;

4. Developing strategies to improve the State world@rability to employ
needed information technologies, and overseeingaadlinating the
implementation of such strategies;

5. Coordinating and facilitating information sharingtlveen and among state
government, local government, other states, theré&djovernment and
institutions of higher learning to promote the ase deployment of
information technology that will improve the deliyeof government services;
and

6. Working with State government, local governmeritis,federal government,
institutions of higher learning and private entesps to further the State

Technology Strategic.
CIO/OFT Establish an Executive IT Strategic Council toyule strategic oversight for
Roadmap effective plan execution

2010

In 2002, Governor Pataki appointed the first cimébrmation officer for New York State and created
the Office of the CIO (OCIO) through Executive Ordd17%? The executive order establishes the
office and established the authority of the ClOwdng on Technology Law 8101 — 8107. |In
November of 2002, the state’s first CIO convenesl first New York State CIO Council. The CIO
Council was created to provide a framework for bvgrnance for NYS as described in Gartner’s first
person case studgnterprise IT Governance: The New York State Aaghé® The charge of the CIO

22 Executive Order 11fttp://www.oft.state.ny.us/oft/execord117.htm

% Dillon, J.T. & Mittleman, M.REnterprise IT Governance: The New York State Apgr¢@arner: 2004). Retrieved
from https://www.oft.state.ny.us/arcPolicy/policy/P0540ase Study.htrfLink was inactive on August 24 2009).
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Council was to “establish and maintain a new infation culture of enterprise collaboratioff. The

CIO Council was comprised of representatives frdre8ecutive branch agencies and authorities and
seven local governments. Each executive branchcggeas invited to identify a representative to the

CIO Council. The Council included seven standingnmittees: Leadership, Technology, Security,

Human Resources, Fiscal/Procurement, StrategicnPignand Intergovernmental Communications.

All committee membership was voluntary, with theeption of the Leadership Committee, and each
standing committee had two chairs, chosen by théOOCThe Gartner case study articulated eight

Critical Success Factors to guide the Council ireting their charge. These eight success factors
outline an approach that seems to reflect an utatetiig of the importance of engaging executives
and control agencies in the strategic planning ggscengaging members of the CIO Council in the
policy making process, and providing oversight@hplex enterprise initiatives as needed.

Eight Success Factors to Guide the First CIO Counki

Gain unstinting support from senior administratfficials.

Work with control agencies and member organizatimnsreate a statewide strategic technology

plan.

3. Charge CIO Council Committee co-chairs with implatireg the strategic plan.

4. Derive committee membership entirely from CIO Cdlwalunteers.

5. Take policies and approaches, as they are develtpéde general CIO Council for discussion gnd
endorsement.

6. Accept the simple majority for approval, as an umeus agreement is not required.

7. Convene an ad hoc meeting of the CIO Council LesderCommittee when reality checks gre
required for particularly complex enterprise issues

8. Accomplish day-to-day governance through the effaftthe CIO Council peer reviews operating

under the authority of the OCIO.

N

These success factors framed the state’s initiakithg about enterprise IT Governance and the
various entities who would be involved. The Stal®'€ 2004New York State Information Technology
Strategic Planoutlined the creation of an Information Technoldgyestment Board that would have
as members the State CIO, representatives fromithgion of Budget, the Office for Technology, the
Office of General Services, the Department of C8arvice, and the Office of Cyber Security and
Critical Infrastructure Coordination. This Boardsmeharged with reviewing strategic IT procurements
and related resource allocations from an entergésspective to ensure consistency with the state’s
strategic plan. The Board was to identify collalbesaopportunities and assist agencies in using the
resources in the most efficient manner. The Boasdit is described in the 2004 CIO/OFT Strategic
Plan, “would have the authority to halt IT procuesits or practices that [were] not consistent whh t
New York State Information Technology Strategicr?1& However, despite the 2004 announcement
of the Board, our research produced no evidencethis body ever formally convened or became
operational.

In 2007, the State CIO combined the Office of tH® @nd the Office for Technology into a single
organization with the State CIO also acting as dhector of OFT. This merger was accomplished
through Policy Bulletin #NYS-P08-00%. The combined office, now referred to as the NearkY
State Office of the Chief Information Officer antlet New York State Office for Technology
(CIO/OFT), continues to pursue the original missiohOFT and OCIO.

% Dillon & Mittleman, 1.

% NYS Office of the CIONew York State Information Strategic Plan

% NYS CIO/OFT Policy Number NYS-P08-00ttp://www.oft.state.ny.us/Policy/NYS-P08-002.pdf
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In addition, the new State CIO made changes tatbanization of the CIO Council: the title, scope,
and membership of the standing committees all abénghe standing committees are now referred to
as Action Teams. The original seven standing coteminames have been changed to Enterprise
Architecture and Technical Standards; Enterpriset&gic Planning and Implementation; Process
Improvements and Performance Management; Procuten$aurcing and Vendor Relationship;
Security and Risk Management; Strategic Alliancasd Workforce Development. The current
management structure of the CIO Council change facseparate subcommittee to a group made up
of the Deputy CIO for Enterprise Strategy and Goaace Services for CIO/OFT and the Action
Team Co-Chairs. The content areas of the ActionmBeare very similar to the past standing
committees, but the purpose and autonomy of thadediffer from that of the previous committees.
While the standing committees had acted as advigmoyps for the OCIO, the Action Teams have
become more task-oriented bodies. Each Action Tsi@irhas two co-chairs assigned by the State
CIlO, but an OFT staff member is also assigned ¢b éation Team to act as a liaison with CIO/OFT.

In 2008,Plan 2010 - Going From Good To Great: CIO/OFT Stgit Roadmaputlined the creation
of an Executive IT Strategic Council as way to pdev strategic oversight for effective plan
executior’’ This Council was to be made up of agency exeestim order to gather input about the
agencies’ business needs in terms of IT. To deéeGouncil has not been convened.

As of July 2009, membership of the CIO Council &ywsimilar to the Council created in 2002. The
current CIO Council convenes quarterly and has 8sCas members, with 77 CIOs from state
agencies and authorities and 11 local governme@sCAccording to its members, the overall scope of
the Council has shifted slightly to serve more msnéormation sharing platform for CIO/OFT, rather
than as a forum for state and local ClOs to aetdssory partners to the State CIO.

The emergence of cross-boundary coordinating mechanisms

New York State’s enterprise IT governance arrangegsbave evolved from the initial Governor’'s
Task Force for IRM to the current structure. Comioation of basic information and sharing of
resources has progressed from an agency-centus to@a more enterprise, service-oriented focus. Fo
example, CIO/OFT provides several enterprise-wel®@ises through the CIO/OFT Data Center and
through the CIO/OFT Training Academy. Outside CIB&ICand the current CIO Council, there are no
enterprise IT entities that provide the kind of wight, advisory, or information sharing capalefi
seen in other states.

While this limited scope of formal oversight bodfes IT governance results in challenges for New
York State government in developing the kind ofladmbrative advisory relationships participants in
the project perceived as ideal, many participamthe project noted examples of agency and domain-
level enterprise governance structures currentlyigdmg high value to the state. For example, saver
agencies interested in building effective collaltioress with other agencies have published their IT
governance policies and procedures. The Workershgamsation Board and the Department of
Environmental Conservation are two such agenciEsch is using their IT governance structure
internally to ensure IT investments are alignedhwitesired business outcomes and to support
coordinated action with other agencies.

?’NYS CIO/OFT,Plan 2010 4.
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In addition to agency-level governang
initiatives, there are two functionin
domain-specific enterprise governan
structures functioning in New York
State. The first, the Integrated Justi
Advisory Board, was created in 200
by the state’s Director of Crimina
Justice. The objective was to brin
together CIOs from the five executiv
branch agencies related public safety
that they could look at criminal justic

from an enterprise approach. Tk

NYS Workers’ Compensation Board

The purpose of the Workers’ Compensation Bo
(WCB) Governance Process is to provide a framewmr
ensure that investments have economic value artd
the WCB's technology environment is rational, squ
and continuously aligned with achieving desir
business outcomes. Through the adoption of a for
selection and prioritization process, the WCB vii#

able to effectively apply its resources to initras that
are most closely aligned with its strategic visidinis

will streamline the annual planning process and/igeo
direct input into the budget cyc

ard
K
tha
nd
ed
mal

second domain specific governance

structure was instituted in 2005-2006 to oversee dbvelopment of a new Financial Management

System (FMS) for the State of New York. The oveRMIS project plan called for an Executive
to be created along with a Joint Governance Boardl @ Joint Coordinating Committee.

Board
This

governance structure is unique in that it bringgetber three organizations that have two separately
elected constitutional officers overseeing theme Tbhepartment of Budget and the Office for

Technology report directly to the Governor, white tOffice of the State Comptroller reports
Comptroller, a separately elected constitutionfitef.

to the

Informal additions to IT governance afe
emerging as well. In 2007 an ad hoc

goverr_lgnce structure, th_e Econp ICrhe 2005-06 Executive Budget announced “a long-tg
Securities and Human Services Advisonyrgiect to transform the State’s financial managem
Board (ESHSAB), was created by a grolipyractices and implement a statewide FMS. This 1
of agency CIOs who were interested |nsystem, to be integrated across all agencies camtly
fostering a collaborative environment fgrwith business process and organizational reformb,
the creation of computer applications thaenhance program and financial accountability 3
supported like business processes. Thig daiprove the State’s analytical, performance evéna
hoc governance structure outlined its@nd reporting capabilities.”

scope, roles, and responsibilities and

delineated how decisions would be ma
within the group. This group currentl
consists of CIOs from seven staje

NYS Financial Management System

ource: http://www.nyfms.state.ny.us/KeyInformation
ey_information.htm

erm
e
lew

W
and

agencies.
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Observations about the NYS Experience: Challenges and Value Creation

Throughout the project, participants were askettléntify the challenges to producing value for the
state through the current enterprise IT governaticesture and to describe the value that the ctirren
structure creates. Participants described a widgeraf challenges to value creation related tatglar
of governance roles and responsibilities, collatona and coordination, among others. We first
present the challenges noted by the project ppaints and then the value they saw in the current IT
governance structure. These observations helpethinthe recommendations.

Key Challenges

Lack of clarity of roles and responsibilities. Participants identified a range of concerns related
and in some cases created by, a lack of role gldrtiese concerns ranged from the lack of a formal
statement of authority to a lack of confidence théwice and recommendations sought by CIO/OFT
are actually considered in the decision making @sec Participants also expressed frustration about
the lack of clarity about who is responsible fotesmining the appropriate venue for resolving issue
the enterprise level, domain level, or agency leVéis general lack of clarity makes it difficulh t
resolve issues of enterprise boundaries and redpldgsfor sorting issues and strategy questions t
the appropriate venue.

CIO Council coordination challenges. Participants voiced concerns about the coordinadiothe
CIO Council itself, noting the lack of clear comnation channels between members and CIO/OFT.
As a result, the Council has limited ability to getls for its own activities and effectively adete on
behalf of the CIOs. The relationship between ther@d and CIO/OFT, idealized as a partnership, is
less so in practice due to what the participansemlee as one-way communication from CIO/OFT to
Council members. Current characteristics of the @Quncil contribute to these communication
problems, such as the group size of 88 ClOs, wimiakes the Council meetings unsuitable as effective
forums for deliberation and decision making. Ondip@ant noted that the meetings do not provide a
forum for collaborative decision making, but arthea a “mailing list.”

Action Team Structure. Participants observed that the CIO Council Actiomams (ATs) were
initially formed to be discussion forums for a sifiedopic. They were intended to provide a venae f
the kind of engagement with issues not possiblenduull CIO Council meetings. However, the ATs
have become less of a discussion body for makiogmenendations to CIO/OFT regarding IT policy
and operations and more of a “staff model” for @®GT. The original intent of the CIO Council was
to provide in-depth comment and advice on stratefjiection and policy proposals. It was also
intended to develop collaborations and coordinatibmvestment decisions, not as a research arm of
the CIO/OFT. A review of the current charters oé tATs lays out agendas that are generally task
oriented, rather than discussion oriented. Thle asponsibilities for the ATs have caused a stoain
members who are attempting to design and develogrgms without access to staff to carry out the
related tasks. A further consequence of this sireds that AT members have limited time to devote
to engaging in discussions on enterprise stratgigection and policy development due to their focus
on task completion.

Lack of an opportunity for real and consistent loch government participation. Local
governments, participants noted, are not alwayslvwad early enough in policy and investment
discussions that affect them directly. They féalt their voice is not always heard and therefoes t
have to address unintended consequences that fiesulidecisions being made from a purely state-
level perspective.
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Missed opportunity for information sharing as a trigger for coordinated action. Participants
expressed concerns about missed opportunitiesommdmated action across agency-level initiatives
due to a lack of information regarding those pregosnitiatives. In particular they expressed
frustration about the lack of access to the Annlethnology Planning (ATP) data sent to the
CIO/OFT from the agencies. Ideally, ATP data shaulgport the enterprise planning priorities of both
CIO/OFT and the agencies.

Lack of clear and consistent engagement in policyefing and IT investment decision making.
Participants throughout the project noted frustrain terms of the level of openness and engagement
related to state-level policy setting and IT invesht decision making.

Lack of opportunity to openly and consistently addess issues concerning the meaning and use of
the term enterprise. There is a lack of clarity and agreement aboutdifferences between various
meanings of this term. Enterprise has been usedngmtently as a noun referring to the state
government as a whole, an individual departmend, collection of related agencies. Enterprisess al
used as an adjective to characterize various pslior investments relevant to or affecting theestat

a whole. It is often used as an adjective withdaarcunderstanding of what characteristics make a
policy or investment an enterprise decision. Thimug the project, stakeholders expressed frustratio
about this lack of clarity. They noted little costeint use of any process or guidance from anyypolic
documents about the conditions under which somgthiimght be considered an enterprise effort and
what the consequence of such a designation might be

Key Value Created

Networking. The one value that resonated throughout discussiathsthe project participants was
the value of social networking opportunities that CIO Council provided agency CIOs. N&ork
Participants noted that the current CIO Councilvigtes a forum for networking and information
sharing opportunities. Several ClOs told storiesuathow the meeting had allowed them to meet
colleagues, explore common interests, and explpp®munities for collaboration. Participants noted
that the meetings provide an environment for adgrocips to form around areas of common interest,
such as the Economic Securities and Human Serddesory Board. Although the CIO Council is
not the catalyst for initiatives such as this,aed provide a venue for agency ClOs to build theaso
capital necessary for sharing of such ideas. CI@nCib meetings are also a forum for general
announcements and briefings from CIO/OFT. Partitipaescribed two particular benefits of Council
meetings: networking opportunities and resultingrdmated efforts.

Creating an organized voice Participants recognized the value of using th® @ouncil to
collectively respond to challenges in the environtn&he organized effort to address workforce issue
and the negotiation of aggregate personal comgBt€) purchases are two examples. A professional
organization that can act as an acknowledged Voic€10s was recognized as unique in the state
government.

Enhancing training opportunities. Participants noted the particular value of the @Guncil as a
vehicle for creating economies of scale througinimg opportunities for multiple stakeholders. The
CIO Council Workforce Action Team was able to recoemd specific training to the CIO/OFT
Training Academy, which then enhanced the valubatftraining.
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Chapter 4 - Recommendations for an Enhanced Enterprise
Information Technology Governance Structure

Enterprise IT governance in a state governmentexoig best seen as an evolving process, responding
to new technological capabilities, organizationahgbices, and dynamic political environments.
Designing an effective structure for state entsgriT governance is not a matter of taking an
established framework and applying it out of the,daut rather requires careful examination of the
specific issues and characteristics of a givenexdn®As discussed in the previous chapter, thestat
interviewed as part of the environmental scantaliesl that there was no silver bulleéand “no one
established framework worked in their individuahtext” Many used pre-existing frameworks as a
starting point to start the change process, butféemnd an exact fit.

Currently New York has a federated authority areangnt to support decisions about IT investments
and the development of IT policies and standandsour current practices review of 18 states, we
found a federated authority arrangement to be tbst mommonly used. Specifically, 15 of the states
chose a federated arrangement where authority amwderp over IT decision-making and IT
management was shared across a number of entitthgling the central IT office and state agencies.
In many states reviewed, however, a number of mdait bodies were in place and had additional
authorities not currently active in New York State.

In New York’s current federated authority arrangetm€lO/OFT has some control over agency IT
plans through the Annual Technology Plan (ATP) Btah to Procure (PTP) processes, while agencies
retain control of their overall IT budgets and ggems. While our structure involves additional new
responsibilities for oversight and alignment, werdid recommend eliminating the current ATP and
PTP processes.

The recommendations contained in this report laty aostructure (see Figure 3) that builds on the
foundations established in Technology Law 8101-18&e Table 3). Previous legislation, the
subsequent Executive Order #117, and the CIO/@ERh 2010: Strategic Roadmapgether created
structures that appear to be moving New York towssd enterprise IT governance capability. The
recommendations extend this earlier work by crgatiew clarity about the relationships among these
entities. The recommendations also introduce alegel of transparency and checks and balances in
the system. This transparency and oversight isizeshlto a great degree through overlapping
membership in the governance framework. The degregnich the potential benefits of this structure
will be realized depends not only on the qualitytied recommendations themselves, but also on how
they are carried out and sustained over time.

While the make-up of the governance structure wésrmed by experiences of other states and
research on IT governance, the primary drivers rizkltihe design were the value propositions and
information gathered through interviews and workshavith New York State stakeholders. The
recommendations will collectively create the gowerce capability the state needs to realize these
value propositions by outlining new structures tesdiato three primary areas of decision makingT1) |
investments, 2) ensuring alignment of IT investraemith the overall strategic plan of the state, apd
setting policies and standards.

Four entities form the foundation of the recommeiotha for enhanced IT governance for New York
State: the Executive Enterprise Governance BoakEG@E), the Information Technology Investment
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Board (ITIB), the Office of the Chie
Information Officer and the Office fo
Technology (CIO/OFT), and the Chie
Information  Officer Council (CIO
Council) (see Figure 3). These entities 4§
intertwined on several levels and therefd
a certain degree of overlap of membersl
and information exchange is required
ensure transparency and to provide

Enhanced Enterprise IT Governance for New York Stag¢
» Executive Enterprise Governance Board
« Information Technology Investment Board
« Office of the State Chief Information Officer

o Chief Information Officer Council

checks and balances within the system.

These four entities have specific roles and respoiigs with respect to the three decision making
areas and their oversight responsibilities (seaurgig2.) A detailed description of each entity is
provided below, along with a statement of theimary responsibility. Following a summary of the
relationship between the governance framework &edotiginal five value propositions, we present
recommendations that, if implemented, will colleety create new value for the state through more
coordinated and transparent IT investment decisiaking at the enterprise level and throughout state

government.
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Figure 2 — Enterprise Governance Relationships
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IT Investment Board (ITIB)

Scope — To review and have final approval for the state agency annual IT
investment requests and analysis submitted by CIO/OFT, with special
attention to the implementation of enterprise-level investments and
initiatives. In this role, the ITIB receives and responds to the preliminary
investment analysis from CIO/OFT. The ITIB also provides project overview

and Advi

Enterprise Board (EEGB)

Scope - To ensure alignment of the enterprise IT investments and policies with the overall
state strategic plan and priorities. As outlined in NYS Technology Law §105, item #2 with an
amendment to change the name from Advisory Committee to EEGB and to change the
purpose to read “set statewide direction and goals that align with the Governor's goals and

for all projects over a specified dollar amount and for all enterprise projects
on a quarterly basis.

Organizational Structure — Chair - Governor’s Director of Operations or
designee.

Members — The ITIB has 11 members: Governor's Director of Operations or
designee, State CIO or designee, Chair of the CIO Council, 1
representatives each from OGS and DOB, 2 representatives each from
Senate and Assembly, 2 members of the CIO Leadership Committee, and 1
member from NYSLGITDA.

Process — Meet quarterly or as needed. The State CIO may convene the
ITIB, with prior approval of the Chair, to focus on specific topics as

s=Report on enterprise and overall IT investment plans.m

priorities and set and periodically review IT governance procedures.”

Organizational Structure — Chair — Governor’s Director of Operations.

Members — Representatives are the Deputy Secretaries, the Governor's Director of
Operations, and one representative each from the Senate and the Assembly. The chair of the
CIO Council Leadership Committee and the state CIO are non-voting, ex-officio members of
this board.

Authority — Review and approve state enterprise IT policies and enterprise IT investments to
ensure overall alignment with state strategic plan. Review and approve the statewide IT
strategic plan vis-a-vis the state strategic plan

Process — Meet twice a year. The State CIO may convene the EEGB, with prior approval of
the Chair, to focus on specific topics.

necessary.
4 R
2%
2 o,
S g 7,
83 oy,
SE 7,
2 o, Ny
Y, L/
‘ ’ 'h@f "3, /f&? Review and Approve Report on Strategic Plan and Process
CIO Council N Yes,
%
Wy, s
Scope —The Council has three main purposes: (1) to provide a mechanism for the NYS agency CIO ° 'O/G/;

community to advise and inform the State CIO and CIO/OFT on matters of information technology policy,
management, and operations, (2) to provide a forum for the NYS CIO community to address issues of mutual
concern and make recommendations on IT issues, and (3) to promote information sharing and cooperation.
Organizational Structure — A Leadership Committee and a membership organization.

Members —

Leadership Committee — Chaired by a CIO elected from the membership organization. Including the chair, the
Leadership Committee consists of 13 members: 7 CIOs elected by the CIO Council and 5 CIOs appointed by
the State CIO, plus 1 member who is selected by the State CIO from his or her senior staff.

Main Membership of the CIO Council - The CIO (or equivalent) of each state agency, all other entities over
‘which the Governor has executive authority and all public benefit corporations, the heads of which are
appointed by the Governor. Also the CIO (or equivalent) from the NYS Assembly and Senate, the NYS

10 local and regional government CIOs, including the President and Vice President of New York State Local
Government Information Technology Directors Association (NYSLGITDA) and one representative from New

Unified Court System, the Office of the State Comptroller, and the Office of the State Attorney General. Up to 1

e AGViS € AN N O M|

Office of the Chief Information Officer and the
Office for Technology (CIO/OFT)

Scope — As outlined in NYS Technology Law § 103, EC
117, BP H300 and BP H 300a.

Organizational Structure — Executive officer is the State
CIO who is appointed by the Governor.

Members — N/A

Authority - Set statewide policy and procedures for
enterprise IT. Sits on the Executive Governance Board as

York City as designated by New York City's Chief Information Officer. The State CIO serves as an ex-officio
member of the Council. The State CIO may appoint additional members of his or her executive leadership
team to be members of the CIO Council. The CIO Council may appoint additional members on a temporary
basis as needed to support specific subcommittee efforts.

Authority — The Leadership Committee oversees the administration and management of the Council. The
Chair acts as a convener of the CIO Council, has the authority to establish subcommittees in consultation with
the State CIO, and is resp for collecting st { from the general membership and the State CIO
as to agenda topics for each meeting and distribute the agenda prior to each meeting

Process — The Leadership Committee meets monthly and the CIO Council meets quarterly or as needed.
Agenda is set by the membership. The CIO Council has the ability to create and disband ad-hoc and standing
subcommittees as needed.

<_Reques( AQVi Commmm—

a non-voting member. Able to create organizational offices
within the agency to look at enterprise issues such as
Enterprise Project Management (EPM), Chief Technology
Officer (CTO), etc

Process — As stipulated in statute.

Figure 3 - An Enhanced Enterprise IT Governance Sucture

The Information Technology Investment Board (ITIB) — The primary role of this body is decision
making about IT investments. Its main job is toieewv and approve the state agency annual IT
investment requests and supporting analysis sudminity CIO/OFT, with special attention to the
implementation of enterprise-level investment andiatives. In this role, the ITIB receives and
responds to the investment analysis from CIO/OFRNic& each year, CIO/OFT develops this analysis
using the ATPs and PTPs from the agencies and ¥D§OFT initiatives, all based on state priorities
and in consultation with the CIO Council. CIO/OFfiepares a summary analysis of the agency-level
plans and procurement requests and a more detaikdgsis of enterprise-level investment initiatives
The analysis should identify the rationale and eigxk benefits of the enterprise-level initiativésng
with opportunities for combining initiatives, emplog standards, or other enterprise-level
coordinating actions. CIO/OFT submits the overall Investment portfolio, analysis, and
recommendations to the ITIB for review and approval

The primary responsibility of the ITIB is to revieand make final decisions about state agency IT
investment requests and analysis submitted to Thg by CIO/OFT, with special attention to the
identification and deployment of enterprise-levevastment and initiatives. In this role, the ITIB
receives and responds to the investment analysim fthe CIO/OFT and assumes oversight
responsibility for enterprise initiatives.

Executive Enterprise Governance Board (EEGB)- The primary role of this body is to provide
oversight for alignment of IT investments with stglans and priorities. Following the CIO/OFT and
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ITIB reviews described above, the resulting portfas presented biannually to the EEGB for review
in relation to overall state strategic plans. Tiignnual review is also an opportunity for mid-csrir
correction of current IT investment projects inp@sse to possible changes in state goals and
strategies. Once these review steps are complétednvestment requests and initiatives can move
into the normal planning and procurement processes.

The primary responsibility of the EEGB is to condgemi-annual reviews of the IT investment
portfolio in terms of alignment with the overalat strategic plan.

Office of the Chief Information Officer and the Office for Technology (CIO/OFT)— Leading the
development of statewide policies and standardeegesponsibility of the CIO/OFT. IT policy and
standards are the more technical aspects of IT rgamee. As such, they involve more direct
participation of the CIO community with CIO/OFT awther decision bodies. Policy and standards
deliberations are envisioned as the responsibiity CIO/OFT, working with the advice and
participation of the CIO Council and other possibtakeholders. The results of these policy and
standards deliberations can then be reflectedeimlétisions on investment and alignment.

As envisioned, the structure purposely employsrsglevels of checks and balances of the investment
decision making authority of CIO/OFT and the ITIBhis model ensures input from the CIO
community and information sharing regarding proplopeojects by combining CIO/OFT’s primary
responsibility for the review and subsequent amalyd the ATP and PTP processes with a
consultative relationship with the CIO Council Leaship Committee. Similarly, by requiring a
biannual presentation of the IT investment portfdd the EEGB, the model ensures that IT investment
decisions made by the ITIB continue to conformhie dverall state strategic plan.

The CIO Council and the CIO Council Leadership Comnittee — The Council and Leadership
Committee share responsibility for ensuring age@¢® input is incorporated into the governance
process. More than a professional organizatiom,Gbuncil is envisioned as a research arm of the
CIO/OFT. This function provides the open commutaa and context required for ensuring the
agencies have the opportunity to address issuesitafal concern. The authority of this body is mot
conflict with the current statutory authority ofettfstate CIO or the agencies. It is an advisorybod
acting as a resource for the CIO/OFT regardingrprige IT policies and standards.

The main responsibility of the CIO Council is tmpide a mechanism for the New York State agency
CIO community to advise and inform CIO/OFT on meattedf information technology policy,
management, and operations.

The proposed enhanced enterprise IT governancetwgteu was recognized by stakeholders as
delivering value to the state in the following ways

Reduce redundancy and establish prioritization mecanism. In a federated IT governance
structure, authority over decision-making is dimited between CIO/OFT and individual
agencies. This structure allows for the coordimatbpriorities with the overall state’s interest
being addressed. The recommended governance flakevovides the oversight and
coordination for enterprise initiatives, allowingemcies to maintain autonomy within their
own business functions.

Reduce political directions and swingsWhile there is no way to completely isolate IT
decision making from the impact of changes in tbitipal sphere, a federated approach does
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allow for some continuity of government in the etvarcthange to the central IT office does
occur.

Establish standards Within this structure, standards can be setatatfency, domain, and
enterprise levels since all interests are represent

Foster sharing of services and information throughagency collaboration.The CIO Council
traditionally provided the forum for agency netwoi collaboration and knowledge sharing.
In the new model, the CIO Council continues to mtewthis forum; however, the ITIB allows
for an even greater opportunity of agency collabonaand enterprise initiatives through the
review of the investment plans and the cross opgdiminal composition of the board.

Align IT with business of the state The shared authority approach will create nevabdity
to ensure alignment with the business of the &tatenabling a review of the IT investment
strategies and the strategic plan on a regulas baginsure alignment.

The realization of these value propositions is esgad more fully in the recommendations that follow.
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Recommendation #1

Establish the Executive Enterprise Governance Boardas described to ensure alignment of
enterprise IT decision making with current state pdicies and strategic priorities.

Rationale and description.The Executive Enterprise Governance Body (EEGB) fihe of the gaps
in the current governance structure by providingplaust mechanism for ensuring alignment of IT
investments with state plans and priorities. Thadybprovides the forum for examining alignment of
the proposed IT investment portfolio managed byGHe/OFT with the state’s plans and priorities.

Scope Responsibility for ensuring alignment of IT intr@ent plans with state plans and priorities
rests with the EEGB. The IT investment portfolie approved by the Information Technology
Investment Board, is presented twice annually ® BEGB for review in relation to overall state
strategic plans. This biannual review is also gmoofunity for mid-course correction for IT investnte
projects should the overall state goals and stiegdechange mid-year. Once these review steps are
completed, the investment requests and initiatba@smove into the normal planning and procurement
processes.

The EEGB is also tasked with periodically reviewitige existing governance procedures and
proposing changes if conditions deem it necess&mnilarly, their review and approval of the stéfe
strategic plan should be directly linked to therallestate strategic plan and the Governor’'s gaals$
priorities.

Authority . The EEGB has approval authority over the plart @olicies presented by CIO/OFT and
investment decisions presented by ITIB.

Membership. The EEGB is comprised of Deputy Secretaries eirtequivalent, the Governor’s
Director of Operations and one representative ach the state Senate and Assembly. The State CIO
and the chair of the CIO Council Leadership Comnemnitare ex officio, non-voting members of this
body. (See Appendix C for more detail on the meisitiprof this body.)

Related responsibilities. The Governor’'s Director of Operations serves aairchf the EEGB to
encourage engagement from the Executive ChamberStdte CIO may request additional meetings
of the EEGB, subject to approval of the Chair.

Current practice. Several other states have established an overbigihy of high level cabinet
members. For example, California has Emterprise Leadership Councwith members from the
governor’s cabinet, which also includes represematfrom the State Treasury and Controller. As in
the proposed EEGB, this body is charged with progdjuidance and support for enterprise-wide
projects. Likewise, the state of Minnesota estaklistheCommissioners’ Technology Advisory Board
comprised of cabinet level commissioners and cHaipg the State CIO to provide review,
consultation, and feedback to the State CIO omrprnse IT strategies and policies.
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enterprise IT decisio

Establish the Executive Enterprise Governance Baarmescribed to ensure alignment of

The Value Proposition for Recommendation # 1

n making with current stateqies and strategic priorities.

Value Proposition

Description

Reduce redundancy
and establish
prioritization
mechanisms

An executive governance board whose main focus énsure alignment
of enterprise IT decision making will bring valuethe state by providing
an enterprise perspective. This board will agestoverall state
government by providing oversight to minimize daption of systems
across agencies and duplication of effort in dgvelg, maintaining, and
sustaining new systems.

Establish standards

By recommending an approvhbaty for the EEGB to set a given
standard, the model enhances a connection betvezwma) statewide
priorities and IT strategy of the state. The applty the deputy
secretaries and the Director of State Operatiamdsi¢he proposed policy
or standard a greater degree of overt executiveastipvhich in turn
enhances cooperation by agency CIOs.

Align IT with
business of the state

The primary purpose of the EEGB is ensuring cldggment betweer
» state strategic plans and goals and statewide litypoBy drawing on
members from the governor's cabinet and the Direadd State
Operations, the EEGB is designed to promote op@muamication and

collaboration between the IT side and the busis&ksof the state.
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Recommendation # 2
Establish an Information Technology Investment Boad as described in the model.

Rationale and description The Board will assist agencies and CIO/OFT in im&ing the value of

IT investments and initiatives. The Board will @lgrovide transparency and openness to a process
that has previously been more closed. This boalidalow the data generated through the ATP/PTP
processes to inform decision-making about entexpaisie opportunities, which will ultimately lead to
better informed enterprise IT policies.

This structure will also provide continuity of gomance beyond executive administrations, a concern
that was raised by many key stakeholders througiheuproject.

Scope.To review with approval authority thproposed annual IT investment plgmepared and
submitted by CIO/OFT, with special attention to thmgplementation of enterprise-level investment and
initiatives. In this role the ITIB receives and pesds to the preliminary investment analysis from
CIO/OFT. In addition, all projects over a specifidgollar amount and all enterprise projects arego b
presented to the ITIB and reviewed on a quarteai

Authority . This body will have approval authority for the oaé IT investment plans and
procurement. It will have the authority to designavhat projects are to be considered from an
enterprise or domain perspective and potentiallysobdated. This board will also have the autlyorit
to prioritize proposed projects based on the statieategic goals and priorities and will review an
guarterly basis all enterprise projects currenttgerway and over a specified dollar amount. It will
also serve as an advisory body to the State Cl@roposed enterprise related initiatives related to
existing state priorities and strategic directions.

The Director of Operations or designee would sa/éhe chair of this body and convene meetings on
a quarterly basis or as necessary to focus on eaifispgopic. The State CIO would have the
responsibility to report to this body on proposeteeprise wide initiatives, policies, and standards

Members. The ITIB is comprised of the State CIO or theirigese, the chair of the CIO Council
Leadership Committee, one each representative @&% and DOB, two representatives each from
the Senate and Assembly, two members of the Cl@drship Committee, one representative from the
New York State Local Government Information Teclugyl Directors Association (NYSLGITDA),
and two members of the CIO/OFT staff selected leyState CIO. (See Appendix B for more detail on
the membership of this body.)

Related responsibilities Review criteria will be developed by the ITIB awdl include criterion such

as capability to deliver the expected benefit avallability of resources necessary to implement and
manage an enterprise initiative.
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Establish an

The Value Proposition for Recommendation # 2
Information Technology Investment Blcas described in the model.

Value Proposition

Description

Reduce redundanc
and establish
prioritization
mechanisms

yThe ITIB promotes reduction of redundancy in twoysa First, it
increases information sharing and enhances tragisparby involving
additional actors in review of agency ATPs. TheBThus enhances th
state’s ability to identify potential duplicationf @fforts and identify
opportunities for increased interagency cooperationSecond, by
involving the leadership of the CIO Council and igy the CIO
community a greater level of representation, tH& l@nhances the buy-i
from agency stakeholders by involving them in tlaelye planning and
implementation process. By being more engagedamplanning stages ¢
collaborative efforts, state agency CIOs will berendikely to either
support such efforts or at least not feel as iirtikencerns have beeg
ignored.

e

=)

Reduce political
directions and
swings

The ITIB structure has the capacity to mitigate #ifects of political
swings by providing consistency and continuity émms of operationa
issues for an incoming State CIO. Because ofataposition, the ITIB
membership is unlikely to be strongly affected byamges in
administration.

Establish standards

By involving the ITIB in tharslard setting process, the state can a
unforeseen complications or unintended consequenaes the
implementation of those standards. In additiorg IhIB can collect
intelligence on issues of an operational and mamage nature.

void

Foster sharing of
services and
information through
agency
collaboration

services and information through agency collaboratby bringing a
representative from the CIO Council together wipresentatives fron

Similar to the reduction of redundancy, the ITIBoqmotes sharing of

the control agencies and by involving them in #nvew of agency ATPS,

n
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Recommendation # 3
Adopt the CIO Council Charter as drafted by the CIO Council Action Team Co-Chairs.

Rationale and description. The potential of the current CIO Council as paftam enterprise
governance structure is hampered by a lack oftgleggarding its relative role and responsibilites-
a-vis CIO/OFT in policy setting and IT decision nmak This lack of clarity is particularly
troublesome in relation to decisions on identifmat selection, management, evaluation, and
sustainability of enterprise initiatives. The reddishment of the CIO Council as outlined in the
recently developed charter clarifies these roleksrasponsibilities in a more specific way.

Scope According to the draft charter, the CIO Couneishthree main purposes:

1) provide a mechanism for the New York State agenky Gommunity to advise and
inform the NY State CIO and CIO/OFT on matters mdbrmation technology policy,
management, and operations,

2) provide a forum for the NYS CIO community to addréssues of mutual concern and
make recommendations on IT issues, and

3) promote information sharing and cooperation.

Authority . The CIO Council is an advisory body to the St&¥ on matters of information
technology policy, management, and operationstavides a forum for the CIOs to address issues of
mutual concern, make recommendations on IT isssleae information, and promote cooperation
among the CIO Community. It has the authority to6 e CIO Council agenda, form advisory
committees, and conduct elections for the positmmghe leadership committee, including chair & th
Council.

The authority of this body does not conflict wittetcurrent statutory authority of the State ClQher
agencies. It is an advisory group to provide adwicd act as a resource for the State CIO concerning
issues related to enterprise IT policies and stalsda

Membership. The CIO (or equivalent) of each state agencypthlker entities over which the Governor
has executive authority, and all public benefitpawations, the heads of which are appointed by the
Governor. Also invited to participate are the Cl(@s equivalent) from the following: the NYS
Assembly and Senate; the Unified Court SystemCifiiee of the State Comptroller, the Office of the
State Attorney General. Representation from lacal regional government CIOs (up to 10 members)
will include the President and Vice President ofwN¥ork State Local Government Information
Technology Directors Association (NYSLGITDA) andeonepresentative from New York City as
designated by New York City’'s ClIO. The State CKdves as an ex-officio member of the Council.
The State CIO may appoint additional members obhiser executive leadership team to be members
of the CIO Council. The CIO Council may appoindé@idnal members on a temporary basis as
needed to support specific subcommittee efforts.

The chair of the CIO Council Leadership Committe@ imember of the ITIB and the EEGB to ensure
communication with the agency CIO community. Thigss-membership provides an environment for
openness, transparency, and cross-organizatidioatriation sharing.

Process.The leadership committee has been designed to ssldraumber of the inherent challenges
associated with the size of the CIO Council as szudision forum and to facilitate more effective
communication and cooperation with CIO/OFT. The dexahip Committee consists of thirteen

Center for Technology in Government 36



members, seven elected by the CIO Council anddpmointed by the State CIO, and a chair who is
elected from the general membership.

In adherence to the commitment to shared authdhg/Council is established under the authority of
the State CIO and the State CIO has the respogitailcall the quarterly meetings. The Leadership
Committee has the responsibility to set the couagénda, to review requests to set up workgroups
from the council membership and to submit offigetommendations from the Council to the State
ClO.

The subcommittees will report on their work at thearterly meetings of the CIO Council and the
Leadership Committee meetings when so requestede @n official recommendation has been
submitted to the Leadership Committee, and whepgogpiate reviewed by the full membership, a
report is forwarded to the CIO/OFT for a response.

Related ResponsibilitiesSubcommittees of the CIO Council can be set updas a request from a
member of the Council and with a review by the lexadip Committee. The State CIO can also
request the formation of subcommittees to addnessific issues.

Current Practice. The state of California has a similar body, theCouncil Executive Committee
which provides oversight and leadership to thei€duncil. The Council provides general guidance to
the state CIO on proposed IT policies. The smdltaty was established to facilitate more effective
communication and collaboration between the Sté@eahd the agency CIOs.
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Adopt the CIO Council Charter as drafted by the Cl@ncil Action Team Co-Chairs.

The Value Proposition for Recommendation # 3

Value Proposition

Description

Reduce redundanc
and establish
prioritization
mechanisms

y The redesigned CIO Council has an increased foou®siering agency

collaboration and information sharing. By incregsinformation sharing
and enhancing transparency, the CIO Council enlsatheestate’s ability
to identify potential duplication of efforts andeiatify opportunities for
increased interagency cooperation. Second, bynenig the level of
involvement of the CIO community in the plannindoefs and by giving
them a stronger voice via the CIO Council Lead@grsbommittee, the
new Council will contribute to increasing the lewal cooperativenes
among agency CIOs and with the CIO/OFT.

(%)

Reduce political
directions and
swings

The CIO Council does not directly prevent politisalings but can serve
as a source of institutional knowledge for an inognState CIO. The
CIO Council Leadership Committee is designed tangpams of electe
officials and thus should be able to inform an mary State CIO of
ongoing activities and provide insight on any pga@nchanges in
strategic direction.

124

S

Establish standards

The State CIO retains full aitth over standards and statewide |IT
policies, but the state standards should be imyestil in collaboratior
with a special subcommittee of the CIO Council.tker, by proposing a
official recommendation and answer process betwbhenCIO Council
and the Office of the State CIO, the model enharara$ formalizes

exchange of information among these two entities.

[

Foster sharing of
services and
information through
agency
collaboration

The redesigned CIO Council has as part of its coission providing 3
forum for the New York State CIO community to adsreissues of
mutual concern and promote information sharing eadperation. The
redesigned CIO Council should set its own agendbhaive a leadership
group responsible for enhancing information shadpgortunities. These
changes will allow the redesigned CIO Council tovle a more
effective venue for agency collaboration.

To promote collaboration, there should be a medmarwithin the CIO
Council that allows for crafting a shared visiorhis mechanism wil
provide the means to create a more cohesive, stiel community
with common goals. If these processes were developihin this
framework, opportunities for shared or consolidasedvices could b
identified.

D
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Recommendation #4

Establish a Technology Services Advisory Council toversee the centralized IT services state
agencies purchase from CIO/OFT.

Rationale and description.The Technology Services Advisory Council (TSAC)sfibne of the gaps
in the current environment, as identified by Newrkf 8tate technology stakeholders, by providing a
customer feedback mechanism regarding technolagicse provided by CIO/OFT.

Scope The primary role of the TSAC is to provide a fordor CIO/OFT customers to engage in
planning and decision making on the quality andt adscentralized technology services. TSAC is
charged with reviewing current practices and cafabng with CIO/OFT to identify strategies for
maximizing the value of the services provided terages.

Authority . The TSAC has the authority to make recommendsticggarding the centralized
technology services provided to agencies by CIO/OFT

Membership. The TSAC is comprised of eleven members: ten w@ker agency CIOs who are
customers of the New York State Data Center, wheo smlected by the Governor’'s Director of
Operations, and the Deputy Secretary for IT Deliv&ervices, who acts as chair.

Process TSAC will meet on quarterly basis and is respholesior devising an appropriate strategy for
collecting feedback from CIO/OFT customers.

Current practice. Several other states have established an ovetsaglyt for monitoring the quality
and cost of IT services provided by central IT adfi For example, until recently the state of @atifa
had a Technology Services Board that governed thBpafbment of Technology Services. Their
primary role was to provide governance and guidaiocéhe Department of Technology Services
(DTS) to ensure appropriate oversight and custarentation.
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Recommendation #5

Establish a temporary Enterprise IT Governance Implementation Committee with the
responsibility to implement the new IT governancetsuctures.

Rationale and description. The Committee is tasked with the implementationtled proposed
governance structure. The Committee provides therido ensure these recommendations are enacted
as outlined and provides accountability to the &keholders by making the governance development
process transparent.

Scope The Committee is responsible for implementing theppsed governance capabilities and
advises the EEGB and the New York State IT commumit progress toward implementation, issues
limiting implementation, and recommendations forving forward. The Committee is a temporary

body and would be disbanded one year after the Xesk State IT community formally establishes

the chosen governance structure.

Authority . This Committee has the authority to invite and @re/the necessary individuals to create
the governance structure. This body reports itsgq@ss directly to the Governor’'s Director of
Operations on a monthly basis.

Members. The membership of this committee is comprised ef@iirector of Operations, who serves

as chair, the State CIO, the Action Team co-chafithe existing CIO Council, and one member each
from the Senate and the Assembly.
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Implementation Success Factors

Five implementation success factors emerged frognetivironmental scan and from conversations
with the New York State stakeholders and key espeithin the field. These are presented below to
complement the recommendations and to support tia¢ of generating value for the state from
successful implementation of an enhanced enterfdrigevernance structure.

Implementation Success Factor # 1

Acknowledge and build upon the formal and informal collaboration efforts occurring
throughout the state government IT community.

Within New York State, there are many formal anfibimal collaborative efforts currently in place.
As with the other states reviewed, these bodiefopara very important function outside the obvious
components of an IT governance structure. Thesedowting mechanisms, as described earlier,
contribute to deliberation on policy, overseeingarpling, creating standards, or coordinating
stakeholders. These coordination mechanisms afeibigrnal and external to the state IT office and
exhibit structural, functional, and social integwatcapability.

While we believe that all four types of coordinatimechanisms as described above are crucial to
effective management and operations of IT in tlagestour recommendations extend only to external
committees and councils.

Implementation Success Factor # 2

Recognize the critical role of the Executive Chamlyen implementing and sustaining

Practitioner and academic research about IT gonemaonsistently emphasizes the importance of
executive sponsorship and champions in both théiqpabd private sectors. Our interviews with the
states support the idea that executive supporntuisiat for effective IT governance implementation.
Within New York State, the need for executive supjp® particularly salient given the nature of the
federated bureaucratic structures within the state.

Implementation Success Factor # 3

Formally adopt an incremental approach to the implenentation strategy with respect to changes
in enterprise IT governance. Adopt a continuous leaing view.

Current research has shown that one of the red$angiatives fail is because organizations trydo

too much, too soon. It is better to have a vigiod then an incremental approach to implementation.
Many states have started with core componentsedf governance structure and then slowly started
adding additional components as they made progress.
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Implementation Success Factor # 4

Articulate the value an enterprise IT governance pespective would have for New York State as
a whole.

It is important that the value derived from an egotise IT governance framework is understood not
only within the IT sector, but also from the pragraatic sectors. Within the workshops, participants
spoke about how the individual government IT mamapave pre-established management paradigms
that guides their actions. However, an enterprespective requires a different way of managing an
agency’s IT resources. The participants felt thadcative leadership and influence, coupled with a
clear expression of the value in enterprise IT goaece, would mitigate resistance to changing
management styles and ultimately support the stateerall objective of providing greater services t
the citizens of New York.

Implementation Success Factor # 5

Establish a regular review of the performance of te enhanced enterprise IT governance
structure.

Because of the dynamic nature of the political @aonomic environment in state government, as well
as changing needs of the state, IT governancetstescin all states reviewed have undergone
relatively frequent changes. As one of the Std@sGaid, “It seems that every six years, you have
overhaul your current system.” Establishing anleatgon mechanism for the new IT governance
structure and regular periodic review will ensurattNew York State’s IT governance structures will
remain effective for the state’s needs in the yearome.
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Appendix A. Companion Documents

Enterprise IT Governance in State Government: Ratdiles

Jana Hrdinov4, Natalie Helbig, and Anna Raup-Koskgv
August 2009

Over the last fifteen years, the role of IT in stgovernment has grown in
prominence, which has drawn attention to how I'jaeserned at the state level.
This report reviews enterprise IT governance amamgnts in thirteen states
(California, Florida, Georgia, Kansas, Kentucky, ia Michigan, Minnesota,
New York, North Carolina, Pennsylvania, Texas, afifhinia). This resource
provides one of the most comprehensive reviewsublfip sector IT governance
currently available.

http://www.ctg.albany.edu/publications/reports/itgprofiles

[Enterprise IT Governance in State Government:
Lessons Learned from the States

Enterprise IT Governance in State Government: dess$earned from the States.
Donna S. Canestrardana Hrdinova, and Anna Raup-Kounovsky

Governments, at all levels, continue to face pmessio contain costs and
demonstrate performance. Traditionally, IT operadi evolved based on agency
missions and existing ways of making decisions &bdu However, as
programmatic boundaries become less fixed and tdobies change, new ways of
organizing across organizations and program areaseeded to realize the value
from information resources and IT investments. THisfing paper presents lessons
learned drawn from information collected from aataif 18 states as well as from
the work with New York State on the Creating an dfptise IT Governance
Framework for New York State Government project.

http://www.ctg.albany.edu/publications/reports

Couture Governance - Like high fashion design,d¥egnance gets its value from
a custom fit.

Theresa A. Pardo and Jana Hrdinova,

Public CIO; June 2009

Reduce costs, increase transparency and improviesguality -- these goals are
on the minds of CIOs across the country. Consobdatcentralization and
integration are recognized strategies for achietirese goals, but as ClOs are
learning, these strategies require coordinatedomctacross organizations'
boundaries. Making IT decisions in this way, thrdougpordinated action, often
requires new IT governance capability.

http://www.govtech.com/pcio/638032
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| P IT Governance: A Threshold Capability for Creati@gvernment Interoperability.
w1l Theresa A. Pardo and G. Brian Burke

A Thceshobl Gl For Creating Gosernment Interoperabiity

A CTG White Paper;

Interoperability in the governmental context enalpartner organizations to share
1 information and other resources as necessary i@ gbe needs of citizens and
.| society. Creating this interoperability requires vggmment leaders to take
4 responsibility for improving the capabilities of \@nment agencies to effectively
partner with other agencies and governments asasdlie private sector, non-profit
groups, and research institutions. This paperoutline the key elements, as well as
the context characteristics of greatest interest governance design and
implementation decision making. The paper willgeet a set of strategies for
identifying and assessing current governance chfpebiand using that assessment

data to guide new government investments in capabdivelopment.

http://www.ctg.albany.edu/publications/reports

Academic Papers, Presentations, and Journal Articles

Senem Giuney and Anthony M. Cresswell. (ForthcomifiglGovernance as Organizing: Playing the
Game Paper to be presented at the Hawalii InterndtiGoaference on System Sciences (HICSS-43),
Kauai, Hawaii.

Anna Raup-Kounovsky, Jana Hrdinova, Donna S. Cearestand Theresa A. Pardo. (Forthcoming).
Public Sector IT Governance: From Frameworks toigct Poster to be presented at the 3rd
International Conference on Theory and Practic&lettronic Governance (ICEGOV2009), Bogota,
Colombia.

Natalie Helbig, Jana Hrdinova, and Donna S. Caaest(2009). Enterprise IT governance at the

state level: An emerging picturéProceedings of the foAnnual International Conference on Digital
Government Research (dg.o 2009).
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Appendix B. Project Approach and Methodology

Project Approach

In partnership with the NYS CIO Council and the N@&ice of the Chief Information Officer and
Office for Technology (CIO/OFT), the Center for Timology in Government initiated a project to
generate a set of recommendations for enterprisegdVernance for NYS government. The
recommendations in this report relate to the compts of the enhanced enterprise IT governance
structure and the implementation of those companevitich were collaboratively developed with key
stakeholders within NYS, including state and logavernment CIOs, state control agencies, and
CIO/OFT. The project drew on insights gained withNNYS, as well as IT governance experiences
nationwide, lessons from the private sector, aathéworks developed in the academic literature. The
project was divided into 4 phases:

1. Project kickoff and agreement on the project goaland plan. CTG launched the project at
the joint session of the New York State CIO Coumgibrterly meeting and the 2008 spring
conference of the New York State Local Governm&mDirector’'s Association.

2. Current practice research. In this phase, CTG conducted an environmental e€@mterprise
IT governance practices in the public and privaet® in NYS and nationwide. The scan of
current practices describes the processes useddteenterprise IT governance structures and
the capabilities necessary to make such endeavoessful.

3. Needs Assessment and Framework DraftingNYS government currently employs some
elements of enterprise-level IT governance. Thiasghelicited information as to the best
methods to enhance these existing practices inr aodachieve the desired value connected
with state-wide enterprise IT governance. The assent also explored the extent of changes
needed to realize the desired value.

4. Draft Model. The last phase tested the feasibility and effectss of the necessary changes
related to state planning and procurement procefsesnew structure is to be effective.

Methodology

The data to inform the prototype model was gathehedugh multiple methods: a review of the
literature and current best practices, intervieavg] facilitated workshops. Each phase of the ptoje
relied on different data gathering methods to ergdifferent stakeholders in the model development
process. The primary data collection events werseres of four workshops held with chief
information officers and IT directors from stateeagies and local governments between October 2008
and April 2009. The facilitated workshops ranged attendance from approximately 20 to 30
participants. The first workshop was designed tovide a baseline understanding of the value
proposition for enhancing enterprise IT governainclew York State and each successive workshop
built upon the results of the previous one. Thiaug the workshop timeline, additional information
was gathered from the NYS stakeholder communityserai-structured interviews with participants in
current IT governance, such as CIO/OFT, NYS budgestad procurement agencies, and existing
governance bodies (both formal and informal) alygadperation within the state.

The final workshop provided the participants with@portunity to review and comment on an early
draft of the governance model. Following that fingorkshop, multiple draft versions of the
recommendations were reviewed with the New YorktéS@lO, CIO/OFT senior staff, the CIO
Council Action Team Co-chairs, the CTG Standing Guttee, and key stakeholders in the New York
State Legislature to gather their insights regaydime recommendations and model with each new
iteration of the model. Consistent with CTG’s agrh the input received from these facilitated
discussions were then incorporated into the fieasion of the recommendations and the report.
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Following the completion of the workshop series,GCivas asked to facilitate the development of a
new charter for the NYS CIO Council. Through weefdce-to-face meetings between March and
May 2009, CTG staff worked with the CIO Council et Team Co-Chairs to create a draft charter.
These meetings also allowed the CTG team to tateep dive into one of the critical governance
bodies; the knowledge gained during that processcilly influenced the model development. The
draft charter as completed on May 20, 2009 is ohetlin Appendix E of this document.

The current practice research for the project veelacted in two phases. The CTG team began with
a review of literature in the academic and pramtier fields about enterprise IT governance in blo¢h
private and public sector. Web searches identiftedanizations, in the United States and
internationally, (e.g., research centers, goverriragancies, consulting firms, etc.) with IT goveroca
expertise. This phase relied heavily on the usiiginet search engines and keywords commonly
used to describe IT governance. Sources durirggphase included items such as journal articles,
conference papers, books, case studies, white gaget popular press articles.

The second phase consisted of an environmental afcBin governance in the public sector.  This
phase began with Web site reviews of publicly aldéd documents from thirteen U.S. states that were
selected based on the following three criteria:sthtes with publicly available information abotit |
governance efforts posted on their Web Site; @pstranging in the total size of government (sge

of IT budget and IT workforce); and (3) states atious stages of IT governance implementation. The
selected states were California, Florida, GeorHiansas, Kentucky, Maine, Michigan, Minnesota,
New York, North Carolina, Pennsylvania, Texas, &nginia. Following the document analysis, the
next segment of work was to conduct a series ofi-sanrctured interviews with IT executives in
eleven states: California, Indiana, Kansas, Kentudkichigan, Minnesota, Mississippi, New York,
Oregon, South Dakota, and Tennessee. The redultssaresearch are available in two documents:
Enterprise IT Governance in State Governm&tate ProfilesandLessons Learned from the States
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Table B1. Environmental Scan: Overview of States

< Phase 1: Phase 2
tate ng;ﬁluésl Interviews

California X X
Florida X
Georgia X
Indiana X
Kansas X X
Kentucky X X
Maine X
Michigan X X
Minnesota X X
Mississippi X
New York X X
North Carolina X
Oregon X
Pennsylvania X
South Dakota X
Tennessee X
Texas X
Virginia X
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Appendix C. Participant List

New York State Agencies

Broome County Government

Hugh L. Carey Battery Park City Authority

New York City Department of Information Technologyd Telecommunications
New York City Department of Information Technologyd Telecommunications
New York State Assembly

New York State Board of Elections

New York State Cyber Security & Critical Infrasttuce

New York State Department of Agriculture and Masket

New York State Department of Civil Service

New York State Department of Correctional Services

New York State Department of Education

New York State Department of Environmental Constoma

New York State Department of Health

New York State Department of Labor

New York State Department of State

New York State Department of Transportation

New York State Division of the Budget

New York State Division of Criminal Justice Sensce

New York State Division of Military and Naval Affies

New York State Division of Motor Vehicles

New York State Division of Parole

New York State Division of Probation & Correctiorfternatives
New York State Division of State Police

New York State Division of the Budget

New York State Dormitory Authority

New York State Energy Research and Developmentadkiiyh
New York State Forum

New York State Governor's Office of Employee Relas

New York State Governor's Office of Regulatory Refo

New York State Insurance Department

New York State Metropolitan Transit Authority

New York State Office for the Aging

New York State Office of Alcohol & Substance Abiervices
New York State Office of Children and Family Sersc

New York State Office of General Services

New York State Office of Homeland Security

New York State Office of Homeland Security

New York State Office of Mental Health

New York State Office of Parks, Recreation and dfistPreservation
New York State Office of Temporary and Disabilitg#stance
New York State Office of the Aging

New York State Office of the Medicaid Inspector Gel

New York State Office of the State Chief InformatiOfficer and the Office for Technology
New York State Office of the State Comptroller

New York State Thruway Authority

New York State Workers' Compensation Board
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Onondaga County Government
Ontario County Government
Schoharie County Government
Washington County Government
Westchester County Government

State Interview Participants

California Office of the State Chief Informationf@ér

Indiana Office of Technology

Kansas Department of Administration, Enterpriseihetogy Initiatives

Kentucky Commonwealth Office of Technology

Michigan Department of Information Technology

Minnesota Office of Enterprise Technology

Mississippi Department of Information Technology\Bees

Oregon Enterprise Information Strategy and Policyidion

South Dakota Bureau of Information and Telecommatoas

Tennessee Department of Finance & Administratidfic©for Information Resources
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Appendix D. NYS IT Governance Framework

IT Investment Board (ITIB)

Scope — To review and have final approval for the state agency annual IT
investment requests and analysis submitted by CIO/OFT, with special
attention to the implementation of enterprise-level investments and
initiatives. In this role, the ITIB receives and responds to the preliminary
investment analysis from CIO/OFT. The ITIB also provides project overview

Executive Enterprise Governance Board (EEGB)

Scope - To ensure alignment of the enterprise IT investments and policies with the overall
state strategic plan and priorities. As outlined in NYS Technology Law §105, item #2 with an
amendment to change the name from Advisory Committee to EEGB and to change the
purpose to read “set statewide direction and goals that align with the Governor’s goals and

for all projects over a specified dollar amount and for all enterprise projects 4
on a quarterly basis.

Organizational Structure — Chair - Governor’s Director of Operations or
designee.

Members — The ITIB has 11 members: Governor’s Director of Operations or
designee, State CIO or designee, Chair of the CIO Council, 1
representatives each from OGS and DOB, 2 representatives each from
Senate and Assembly, 2 members of the CIO Leadership Committee, and 1
member from NYSLGITDA.

Process — Meet quarterly or as needed. The State CIO may convene the
ITIB, with prior approval of the Chair, to focus on specific topics as
necessary.

d&

Advise an
Inform

Review and Advi

==Report on enterprise and overall IT investment plans.»

CIO Council

Scope —The Council has three main purposes: (1) to provide a mechanism for the NYS agency CIO
community to advise and inform the State CIO and CIO/OFT on matters of information technology policy,
management, and operations, (2) to provide a forum for the NYS CIO community to address issues of mutual
concern and make recommendations on IT issues, and (3) to promote information sharing and cooperation.
Organizational Structure — A Leadership Committee and a membership organization.

Members —

Leadership Committee — Chaired by a CIO elected from the membership organization. Including the chair, the
Leadership Committee consists of 13 members: 7 ClOs elected by the CIO Council and 5 CIOs appointed by
the State CIO, plus 1 member who is selected by the State CIO from his or her senior staff.

Main Membership of the CIO Council - The CIO (or equivalent) of each state agency, all other entities over
which the Governor has executive authority and all public benefit corporations, the heads of which are
appointed by the Governor. Also the CIO (or equivalent) from the NYS Assembly and Senate, the NYS
Unified Court System, the Office of the State Comptroller, and the Office of the State Attorney General. Up to
10 local and regional government ClOs, including the President and Vice President of New York State Local
Government Information Technology Directors Association (NYSLGITDA) and one representative from New
York City as designated by New York City’s Chief Information Officer. The State CIO serves as an ex-officio
member of the Council. The State CIO may appoint additional members of his or her executive leadership
team to be members of the CIO Council. The CIO Council may appoint additional members on a temporary
basis as needed to support specific subcommittee efforts.

Authority — The Leadership Committee oversees the administration and management of the Council. The
Chair acts as a convener of the CIO Council, has the authority to establish subcommittees in consultation with
the State CIO, and is responsible for collecting suggestions from the general membership and the State CIO
as to agenda topics for each meeting and distribute the agenda prior to each meeting.

Process — The Leadership Committee meets monthly and the CIO Council meets quarterly or as needed.
Agenda is set by the membership. The CIO Council has the ability to create and disband ad-hoc and standing
subcommittees as needed.

< Request Advic | enterprise IT. Sits on the Executive Governance Board as

priorities and set and periodically review IT governance procedures.”

Organizational Structure — Chair — Governor’s Director of Operations.

Members — Representatives are the Deputy Secretaries, the Governor’s Director of
Operations, and one representative each from the Senate and the Assembly. The chair of the
CIO Council Leadership Committee and the state CIO are non-voting, ex-officio members of
this board.

Authority — Review and approve state enterprise IT policies and enterprise IT investments to
ensure overall alignment with state strategic plan. Review and approve the statewide IT
strategic plan vis-a-vis the state strategic plan.

Process — Meet twice a year. The State CIO may convene the EEGB, with prior approval of

the Chair, to focus on specific topics.

/700‘/
57//)/ Review and Approve Report on Strategic Plan and Process
&
) o,
0/9'0'0 /77@/7,
70, '0/6/,

Y

Office of the Chief Information Officer and the
Office for Technology (CIO/OFT)

Scope - As outlined in NYS Technology Law § 103, EO
117, BP H300 and BP H 300a.

Organizational Structure — Executive officer is the State
CIO who is appointed by the Governor.

Members — N/A

Authority - Set statewide policy and procedures for

Advise and INfor M m—-

a non-voting member. Able to create organizational offices
within the agency to look at enterprise issues such as
Enterprise Project Management (EPM), Chief Technology
Officer (CTO), etc.

Process — As stipulated in statute.




Appendix E. NYS Enterprise IT Governance: Membership

Entity # Members Role Appointment
EEGB 5 + Deputy | Deputy Secretaries Ex-officio
Secretaries Director of State Chair Ex-officio
Operations
One representative By the Speaker of the
from the Assembly Assembly
One representative By the President of the
from the Senate Senate
State CIO Non-voting Ex-officio
Chair of CIO Non-voting Ex-officio
Councll
ITIB 11 Director of State Chair Ex-officio
Operations or their
designee
Chair of the CIO Ex-officio
Councll
1 representative Selected by the
from OGS Commissioner of the
Office of General Service
1 representative Selected by Budget
from DOB Director
2 representatives Selected by the President
from Senate of the Senate
2 representatives Selected by the Speaker
from Assembly the Assembly
2 members of the Selected by the CIO
CIO Leadership Leadership Committee
Committee
1 member from Selected by the President
NYSLGITDA of NYSLGITDA
CIO Council 13 1 representative Selected by the State CIC
Leadership from CIO/OFT
Committee

5 members from the

Selected by the State CIC

CIO Councll
7 members from thg Chair - selected from the 7| Selected by CIO Council
CIO Councll elected members by a membership

simple majority of the
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Appendix F. NYS CIO Council Draft Charter

New York State CIO Council Charter

Section I — Background

The State Chief Information Officer position wasagéished by Governor Pataki in January, 2002 under
Executive Order No. 117, and James Dillon was agpdias New York State’s first CIO. The current
New York State Chief Information Officer Councih& CIO Council) was first convened by CIO Dillon
early in his tenure and has continued under suaug&late CIOs. Over this time span, the CIO Cdunc
has become a valuable resource for communicatidncattaboration with the Office of the State CIO
(OCIO), and among the agency CIO community. Incitsrent form, however, the CIO Council has
neither formal status as a New York State governrastity nor an official description of its missiamd
relationship with the State CIO. This charter pdeg that description with an outline of the mission
objectives, organization, procedures, and functiohshe New York State Chief Information Officer
Council.

Section II - Establishing Authority
The CIO Council is established under the autharitshe New York State Chief Information Officer.

Section III: Purpose & Scope

The CIO Council has three primary purposes: (Prtwvide a mechanism for the New York State agency
CIO community to advise and inform the New Yorkt&t€lO and the Office of the CIO on matters of
information technology policy, management, and apens, (2) to provide a forum for the NYS CIO
community to address issues of mutual concern aakenmecommendations on IT issues, and (3) to
promote information sharing and cooperation.

The role of the CIO Council with respect to advisand informing the State CIO includes mattersteela

to the responsibilities of the State CIO as esthblil by Executive Order 117, items 2-6. Namely:

2. "Overseeing, directing and coordinating the essdintient of information technology policies,
protocols and standards for State government, dimaduhardware, software, security and
business re-engineering;”

3. “Overseeing and coordinating the development, aitijpi, deployment and management of
information technology resources for State govemthe

4. "Developing strategies to improve the State workéts ability to employ needed information
technologies, and overseeing and coordinatingrtipdeimentation of such strategies;”

5. “Coordinating and facilitating information shariagnong State government, local governments,
other states, the federal government and institataf higher learning to promote the use and
deployment of information technology that will ingme the delivery of government services;
and”

6. “Working with State government, local governmetitg federal government, institutions of
higher learning and private enterprises to furtherState Technology Strategic Plan.”
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Section IV- Responsibility of the State CIO
The State CIO'’s responsibilities as they relatdh&ClO Council are:

1.
2.

3.

To establish a regular schedule for the CIO Couneitings.

To designate a senior staff member of OCIO to bember of the CIO Council Leadership
Committee.

To develop and maintain procedures for respondirgecommendations from the CIO
Council Leadership.

To review and respond to formal recommendationswgreidentified by the CIO Council.
To appoint OCIO staff to provide administrative pap to assist the Leadership Committee
Chair in carrying out its responsibilities.

To establish agenda items in conjunction with th® Council Leadership.

To establish, in conjunction with the CIO Counodlddership, an annual strategic roadmap
for the CIO Council.

Section V - Authority of the CIO Council
The authority of the CIO Council is to:

1.

In the absence of the CIO calling the quarterlytingethe Leadership Committee may
formally request to do so.

Create and disband subcommittees as needed totegprequests for advice and
information from the OCIO and to address issuasoatern to the CIO Council.

Establish agenda items, in conjunction with the Cé&adership Committee, for the CIO
Council meetings.

Formally convey recommendations to the State Cfanding issues raised by the OCIO or
members of the CIO Council.

Provide recommendations for input to the State €Krategic roadmap for the CIO Council.

Section VI — Responsibility of the CIO Council
The CIO Council is hereby charged with the follogviresponsibilities:

1.

w

To provide advice and recommendations to the &tldeon issues related to the State CIO’s
responsibilities as outlined in E.O. 117 items 2-6.

To provide advice and recommendations to the &Hderegarding the IT-related business
needs of the CIOs respective agencies.

To meet on a regular basis, no less than four tpeeyear.

To provide a forum for CIO Council members thatmugs discussion of topics of mutual
concern and fosters cross-agency collaboration.

To develop and maintain procedures for fulfillitg tCIO Council’s responsibility to advise
and inform the State CIO.

To provide feedback to the Leadership Committepanding draft recommendations.

To formulate such bylaws and rules for CIO Couactivities that will support the
fulfillment of these responsibilities.

To be actively engaged in the meetings and ada#/idf the CIO Council.
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Section VII — Membership

A. General Membership
1) Membership of the CIO Council shall consist of:

i) The CIO (or equivalent) of each state agency,takioentities over which the Governor has
executive authority, the State University of Newrk,aCity University of New York, and all
public benefit corporations, the heads of whichappointed by the Governor;

i) The CIO (or equivalent) from the New York State é&mbly and New York State Senate;

iii) The CIO (or equivalent) from the New York State figd Court System;

iv) The CIO (or equivalent) from the Office of the N&wrk State Comptroller;

v) The CIO (or equivalent) from the Office of the dittey General;

vi) Local and Regional Government CIOs (up to 10 mes)jhecluding:

(1) The President and Vice President of New York Stateal Government Information
Technology Directors Association (NYSLGITDA).
(2) One representative from New York City as designatetlew York City's Chief
Information Officer.
2) The State CIO serves as ex-officio member of th@ Council.

B. Additional members

1) The State CIO may appoint additional members obhiser executive leadership team to be
members of the CIO Council. These members willYbefcio members.

2) The CIO Council may appoint additional members éenaporary basis as needed to support
specific subcommittee efforts.

C. Alternate Members

1) Members may designate alternate members to atiedpethalf of the state or local entity.
Alternate members shall have the same rights asategnembers to participate in CIO Council
matters and decide on CIO Council policy decisiom$ehalf of the agency, authority, or local
entity they represent.

Section VIII - CIO Council Leadership
The CIO Council shall have a leadership committeegafter known as the Leadership Committee.

A. Membership

1) The Leadership Committee will consist of 13 mempérslected by the general membership, 5
CIOs appointed by the State CIO, and one seniorbeewf the OCIO staff appointed by the
State CIO.

2) Those appointed to the Leadership Committee bytate ClO, serve at the pleasure of the State
CIO.

3) Those elected to the Leadership Committee areegl¢otserve a two- year term except as noted
in Section VIII.A.4 below.

4) To establish a staggered election schedule foethmmmbers elected to the Leadership
Committee, for the 2009 election, 4 committee samglesignated for a two-year term and 3
committee seats are designated for a one-year @Gwmmittee members selected for a two-year
term are those who received the highest numbeotasvrom the membership.

5) The officers of the Leadership Committee will be @hair and Vice Chair and shall be elected
for a one-year term by a simple majority of the deahip Committee membership present at the
first monthly meeting of the Leadership Committeeleyear.

6) The term of office for leadership committee memlzard officers shall start the first day of
January and end the thirty-first day of December.
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1)

2)

1)

2)

Responsibilities of the CIO Council Leadership Committee Chair and

Vice Chair

Duties and responsibilities of the Chair shall uralg:

i) Act as convener and organizer of the Leadershiprittee and preside over the quarterly
membership meetings.

i) Appoint a nominating subcommittee to present a&sidtandidates for the annual leadership
committee elections.

i) Communicate regularly with the State CIO regarginggress on findings, recommendations,
and advisement as it relates to the work of the CtéOncil.

iv) Communicate regularly with the CIO Council memb@ysind provide advance notification
prior to any submission of recommendations to tiaeSCIO.

v) Design and implement a process for sending anadviegecommunications from the general
membership.

vi) Collect feedback from the general membership aadstate CIO as to agenda topics for each
meeting and set and distribute agenda prior to easting.

vii) Provide transparency to its members regarding I&l Council activities

Duties of the Vice Chair shall include

i) Serve as Chair in the absence of the Chair.

if) Fulfill duties as assigned by the Chair to asgistdr her in the fulfillment of his or her
duties.

Filling Vacancies

Vacancies created by elected members of the Ldadecemmittee will be filled by nomination
of CIO Council members based on a majority votthefmembers present at the next meeting of
the Leadership Committee to complete the termeftdtating member.

Vacancies created by those members of the Leagefsimmittee who are appointed by the
State CIO will be filled by State CIO, whether opexmanent or temporary basis.

Section IX — CIO Council Meetings

A.

1

2)

3)

4)

1

2)

General

General Membership Meetings will be held on a arrbasis (January, April, July, and
October) on a consistent schedule as decided uptrelSState CIO in consultation with the CIO
Council Leadership.

An annual review and planning session will be cateld for each coming year, which includes a
review and affirmation of the charter and subcornteriassignments

The Leadership Committee shall meet as often@eeins necessary, but at least once monthly.
All Leadership Committee meetings will be openhtte general membership. The Chair or the
State CIO may call special meetings of the LeadgiSbmmittee or of the CIO Council as he or
she deems necessary.

A written record of proceedings shall be maintaiaad made available to the membership by the
OCIO staff member assigned to provide administeasivpport to the CIO Council.

Subcommittees

Subcommittees may be established by the Leade@hipmittee in consultation with the State
CIlO as determined necessary to perform the dutigeedCIO Council.

Subcommittees shall be disbanded following the detigm of the work for which they were
formed as directed by the Leadership Committe®itsultation with the State CIO.
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3) Subcommittee Co-chairs shall be elected by a simglierity of the membership present at a
previously announced meeting of the subcommitteeay be appointed by the Leadership
Committee Chair in consultation with the State CIO.

4) Members of the subcommittees will be designatethbysubcommittee Co-Chair, the Leadership
Committee in consultation with the State CIO, aptlgh solicitation of volunteers from the
general membership of the CIO Council.

5) CIO Council members may nominate other agency &iaftibcommittees based on the
nominee’s areas of expertise.

6) Subcommittee Co-chairs shall report subcommittedirigs to the general membership at the
guarterly meetings and to the monthly Leadershim@dtee meeting as requested by the
Leadership Committee Chair.

Section X — CIO Council Recommendations
1) CIO Council recommendations to the State CIO dbmbubmitted for approval to the
membership at regular meetings and shall requin@jarity vote of the members present at that
meeting for approval. When approved, they are desegl as formal recommendations and
submitted by the Leadership Committee to the Si#fefor response.
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